Challenges with Incident Management – in Information Technology
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Abstract

IT-security is a global problem and over the world Computer Emergency Response Teams (CERT) are created in order to solve the problem. The common understanding is that IT-security is important but no straight guideline how to deal with it.

The Swedish IT-incident centre (SITIC) started 2003. It is a Swedish solution on an international problem. There are challenges to be met when handling an IT-incident centre – organisation form, activity and result. 

We believe a general solution in IT-incident management that will suit all parties in the society, is a hard task for SITIC as things stand today. What we can deduce from our investigation is that there is no greater need of SITIC among the global companies. We believe one reason for this is that they are going to create within their companies some sort of CERT function by themselves in the future. This in its turn, depend on that the companies do not have any trust to SITIC, they do not see the benefit with an activity as SITIC because they only see the reporting, they do not believe they are going to get something in return.  

Conclusion: Incident management is not only about reporting incidents, but a continuous life cycle with phases: detect, report, measure and follow-up.
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1 Introduction

1.1 Setting the scene

It is Wednesday morning and we are ready to move on with the work we started with yesterday. Everything feels like a dance on roses until we see Ulrika’s face. Read this before we continue, Ulrika says reluctantly. She holds up an article in the paper NyTeknik. The headline is clear and simple, ”Sverige rustar för krig mot hackarna”, Sweden is arming for war against the hackers, and there is no doubt, what the article is about. Oh well, there is our master thesis, what shall we do now? We asked our selves.
This was our first contact with the Swedish IT-incident Centre (SITIC) and by that time we never knew the focus in our thesis was going to be on SITIC. 

Our work started in the course, Advanced topic in Computer and Information science, where we chose to write an essay about forensics in computer crimes. One of the goals with the essay was to get examples of what we could write in our master thesis. Thru this course, we encountered a police officer that was working with IT-crime investigations.  During discussions with him, we found there were problems with the unrecorded cases about IT-crimes. This interested us so much that we decided this was something to investigate in our master thesis. 

When we started to investigate this area, we found different solutions to how to solve the problem with the unrecorded cases. For instance, we suggested there could be a government where other authorities and companies could report IT-incidents. We used a mind-map to make our thoughts clearer. Then it was that Wednesday morning, and almost everything we had come up with in our mind-map was described in the article in the paper NyTeknik [w1]. It said in the paper that from January 1st 2003 a Swedish authority at the information security area had started. This meant we have a government IT-incident centre. We contacted our supervisor and asked how we should continue. His comment was that this was not a problem, but a proof of a good and current topic. That proved to be true and we decided to investigate this IT-incident centre. We asked ourselves; do the companies support this centre? Is there any advantage and disadvantage? How will the IT-incident centre use the information they get from the companies? 

Now we had a problem to solve. Since there is not so much documented information about SITIC, we started by contacting those
 who made a statement in the paper NyTeknik. In order to find out how the business world relate to SITIC, we contacted four of the leading companies in Sweden from three different areas of expertise, telecom-, pharmacy- and packaging industry
. The reasons for this choice are that Tommy Svensson at Svenskt Näringsliv mentioned that smaller companies often adopt larger companies’ solutions and that larger companies most often have IT-security departments.

Our goal with this thesis is to find different challenges within an organisation such as SITIC. Since this is a new area, there is information about incident management but not so much documented information about the challenges in incident management. Therefore, this is an investigational thesis. 

1.2 Background

IT-security is a global problem and over the world Computer Emergency Response Teams (CERT) are created in order to prevent the problem. The European Commission have also discussed to establish a bureau in order to strengthen the net security in Europe. The purpose is to improve the net- and information security and increase the member states and EU institutions ability to prevent and solve the net- and information security problems [p1].

IT-security is important, but there is no straight guideline of how you should handle this. We will not describe in detail how you are building up an IT-incident reporting system, but we will discuss the challenges we believe exist in IT-incident management.

IT-security management is important due to the 24 hours connection and intelligent homes follow an unfortunate part, as for example virus and computer intrusion. Today it is a constant arms race between the virus manufactures and anti-virus suppliers, and the virus manufactures are usually one step ahead. The community are getting increasingly dependent on IT and today most of the Swedish companies use computers connected to Internet in their work, this result in that the community is getting more vulnerable. Because of this, you also have to take the security in IT into consideration. Security in a building is easy to understand, you know if you do not lock your door someone can get in and steal your possessions, while IT-security is harder to understand because you do not see a firewall in the same sense as a lock. 

IT-security has been a continuous work in Sweden. In 1997, a work group
 were appointed and its work resulted in two reports
. This work underlie the Swedish IT-incident centre, SITIC. SITIC is not the first attempt. KK-stiftelsen
 and KTH
 tried in 1997 to create a national CERT. The purpose was to create a freestanding organisation financed by Swedish Internet suppliers [i1]. Olle Vogel, who works at KK-stiftelsen, says this attempt was not successful because they could not find a neutral host organisation that could win the participating telephone and net operators trust. This project was closed and Post- och telestyrelsen (PTS) who had participated in the project, continued during 1998 to investigate the possibilities to create a similar Swedish activity. This resulted in a project, SESIC
, which were financed by KK-stiftelsen and PTS. The project was started in March 2000 and its host organisation was Svenska Stöldskyddsföreningen. The project was active in a two-year period and it was successful because of the trustworthy host organisation [r1].    

Today, there is not any central function for IT-incident management only for the private business world in Sweden. During the interview with Tommy Svensson at Svenskt Näringsliv, he said that Näringslivets Säkerhetsdelegation tried to gather some people from the business world to discuss IT-security issues 2002, but the attendance were not good. He believed one reason to this were the time of the year, Christmas time, he also said they was going to try it again in the future. 

SITIC is a Swedish solution on an international problem, but does it solve any problems? Is this IT-incident centre a good possibility or do you have to change this centre to avoid doubtfulness in reporting IT-crimes? We will discuss the companies attitude towards SITIC later in the thesis and weigh different solutions against each another. We understand the complexity with SITIC, and we can understand the problem for both parties. You can ask yourself if it is possible to solve the reporting on a voluntary basis, or is a law necessary. How much do you as a company want to damage your reputation from being honest with your weaknesses? These questions will be discussed later in the thesis. 
1.3 Challenges

We have came up with three groups of challenges to meet when an IT-incident centre shall be established and these are; what kind of organisation form is preferable, how the activity shall be run and what result should be achieved.

Organisation form: To what extent shall the organisation be run by government versus private as well as how it is financed?  

Activity: What kind of support and obstacles and what countermeasures exist to overcome the obstacles? What we are going to discuss are trust, way of reporting, make the information confidential, attitude and the Official Secrets Act
. 

Result: A good description of the results is necessary, but the question is, how is success measured? Is it internal success, impact on the mission, or does it give rise to development of better products? 

To get knowledge about the companies’ position towards SITIC we used the following questions. 

Q1
Do the companies believe in this IT-incident group? If not, what will 
SITIC change to make it better?

Q2
How can you change the attitude among companies to raise the number of 
IT-incident reports? 

These questions will be answered in the compilation of survey.

1.4 Guidance to the reader

This report consists of ten chapters. This chapter, Introduction, introduces the subject and how we encountered the subject.

Chapter 2, Computer Emergency Response Team, describes the background of CERT organisations, the most common assignments, how you develop a unit for handling IT-security incidents.  We chose to include this chapter because we wanted to get a general view of what a CERT is and how it works.

We describe SITIC’s organisation, its assignments, how the reporting is contemplated, and what problems SITIC have in the current day situation in chapter 3, SITIC the Swedish IT-incident centre. The reason why we chose to include this chapter is to get a good background to our analysis.

The change in the Official Secrets Act is important to SITIC and therefore we have included chapter 4, Proposal to change the Official Secrets Act. The chapter consist of, as the headline says, the proposal to change the Official Secrets Act made by Post- och Telestyrelsen. 

In order to get a greater knowledge in the area IT-incident management we have studied SITIC and other CERT organisations. In the next chapter, chapter 5, Other CERT organisations, we describe three different European CERT organisations and comparison of SITIC and the three organisations. 

We answer the questions Q1 and Q2, mentioned earlier in chapter 1.3, in chapter 6, Compilation of survey. The reason to why we included this chapter was to get knowledge about the companies’ position towards SITIC. When we say “he” in this chapter, we mean the interviewed person, and when we say “they” we refers to the entire company. The reason for not mentioning the interviewees’ names is that one of the interviewed persons did not want us to mention his name in the thesis. Therefore, we chose to use the companies’ name instead of the interviewed person’s name when we mention his reflections.  

We discuss the challenges more in detail in chapter 7, Challenges. The challenges are written in tables to make it easier to comprehend.  

We come to a conclusion in Chapter 8, Conclusion. This is described both in writing and as an image.  

In Chapter 9, Experiences from our work, we discuss our thoughts and reflections gathered during our work. 

In the final chapter, Glossary, we mention important words and abbreviations so the reader easily can find the meaning of the word.

The passage following after [* * *] is our comments to the passages above, and we recommend the novice reader to read appendix I in the end of the thesis.  

2 Computer Emergency Response Team

CERT
 Coordination Centre also known as the CERT/CC and originally named the Computer Emergency Response Team was formed to provide response to computer security incidents on the Internet. The CERT/CC was one of the first organisations of this type. CERT came about due to the Internet worm attack in 1988.  It is a central organisation with goals as co-ordinate the handling of security incidents, inform about the security aspects and improve the security in present systems. Over the world today there exist hundreds of organisations similar to CERTs [w2].

That the term CERT is accepted is noticed by all the CERTs that have been established. Some of the countries that have established their own CERTs has borrowed the name and added their country designation, for example Finland (CERT-FI). Companies that have established central units to handle security incidents also use the term CERT within their own company, one example of a company in Sweden that has their own CERT is Telia Sonera, TeliaCERT/CC. 

Organisations that have a central coordinate unit for incident management besides local units for incident management usually use names with the term CERT. The central unit is often consultative and coordinating, it follows up and keeps statistics of security incidents. The local units have the responsibility for handling, investigate, analyse and follow up the security incidents [c1].

2.1 Assignments  

A CERT coordinates and assists the work for handling and investigating IT-security incidents. It also develops methods, information, contacts, templates and other teaching aids to handle and investigate IT-security incidents.  

A CERT concentrates on discover and prevent violation of the information security. A CERT shall be able to handle:

· IT-Security incidents 

· Limit the damage

· Investigate and analyses 

· Prevention work

· Give advice how to avoid being subjected by incidents.

· Give advice how to secure the system

· Education

· Trend analysis

· Competent people

· High moral and ethic

· Always be within reach

What to have in mind is that a CERT is not an ascribed unit that handles all security incidents [c1].

3 SITIC – The Swedish IT-incident centre 

3.1 Organisation

In the end of 1990’s and in the beginning of 2000’s, a couple of investigations about the society’s security and vulnerability were made. The workgroup’s investigation, mentioned in chapter 1.2, about everything from poisoned water to IT-security, contains the funding thoughts about SITIC.  SITIC is not a registered CERT, but they are striving to work as one. SITIC is a national IT-incident centre and not only for one company/authority.      

Post- och telestyrelsen
 (PTS) got an assignment to investigate the conditions for establishing a function for IT-incident management at PTS. This investigation was finished 2001. For a while after this, nothing further was made until it was discovered the rest of the world had passed by. The 30th of May 2002 PTS got the commission from the government to run and build the Swedish IT-incident centre and have it running by the turn of the year. Despite this PTS had an activity running the 2nd of January 2003. 

3.1.1 Cooperation parties

The idea is that SITIC should cooperate with the Police, Statskontoret
, Försvarsmakten
, Krisberedskapsmyndigheten
 (KBM), Försvarets materielverk
 (FMV) and Försvarets radioanstalt (FRA) in the area IT-security. This is SITIC’s cooperation group which they are bound to cooperate with [w3]. 

If SITIC shall be able to function, they also have to cooperate with suppliers in order to know where they are in the development. SITIC must also cooperate with other CERT functions in Sweden and in the rest of the world [w3]. Johan Mårtensson, director of SITIC says these relations is something SITIC have put a lot of energy in building, which in turn already has proven to be useful. Today SITIC has an information flow with TeliaCERT and SUNet CERT. The last part SITIC should cooperate with is the constituency [w3] See figure 1. 

According to Staffan Karlsson, information security responsible at KBM, it is KBM’s responsibility in the cooperation group to make sure cooperation is possible, that the group is working towards the same goals and a common idea about how the mission should be handled. KBM works as a hub and its main task is to coordinate/plan and conduct around world analysis. PTS is, as mentioned before, responsible for building the CERT function, which is SITIC. FRA is responsible for assisting other governments with technical support if the government need technical competence in the area information security. FMV is responsible for certification and evaluation of products. The ambition is that there should be possibilities to buy evaluated products from common criteria when systems will be built in the future. FMV is the certifying organ for evaluation of products. 

These four governments are called the four-leaf clover and they have a pointed assignment to handle the tasks mentioned above. 

[image: image1]


 Figure 1 Cooperation parties [w3]

3.1.2 Other participants 

As mentioned before, other participants are both the Police and Försvarsmakten. The Police are important from the aspect if there is an attack on a system that is important for the society, since it is a criminal activity. Most often, the Police first get the information that someone is exposed to a criminal act. According to Karlsson, this depends on the difficulties in knowing who the system owner is today, which in turn leads to difficulties knowing where to turn. He also means, when the exposed organisation does not know whom to call, they call the Police. More participants can give support in IT-crime questions if the four-leaf clover is recognized. 

Mårtensson says SITIC has made a thorough legal investigation concerning the obligation to report crimes and the obligation to hand out information to the Police and to police investigations. The result of the investigation was that SITIC has no legal responsibility to report an incident to the Police. The reporter has that responsibility. What SITIC can do is to inform the reporter that it is appropriate to report to the Police, but SITIC can never, against the reporters will, take the reporters information and make a report to the Police. An exception is when the safety of the country is at stake. In that case SITIC does not differ from any other authorities, they have obligation to act. 

Karlsson understand Mårtensson’s position in the matter and agrees on that SITIC should not cooperate with the Police by reporting incidents to them. He mean in SITIC’s case, it is about the principle of free access to public records and the risk that the person leaving information should get its information made public if PTS forward the information to the Police and a crime investigation was performed. This dilemma is the ground to why SITIC will not inform the Police. It is important for PTS and SITIC not to be seen as an authority which without control forward the information, since it can lead to consequences for the one who is exposed. If that is the case, the exposed person/company will not report to SITIC. If, for example a bank is exposed to an attack, the question is if the bank will make public the fact that it has lost 300 million Swedish crones because of lacking security. It would mean too much bad will for the bank to admit the lacking security, it is a loss the bank is not willing to take.  

Karlsson says Försvarsmaktens main task is that they are owners of many important systems and that they handle classified information. They have also knowledge about threatening picture, which can be interesting.

According to Mårtensson, SITIC does not have cooperation with any universities as of today. The contact has been made by interviews and by people who are curious about SITIC. 
* * *

We believe by publishing information about incidents the banks are forced to act and to improve their security, which in turn leads to pleased customers in the end. Reporting incidents and make this information public can in some way lead to a clean up of companies, that does not do what they are supposed to. By comparing to the car industry, it is easy to understand it is important to clear out the dangerous cars. When you started to discuss security issues in cars, many car suppliers went into bankruptcy. It is good for the consumers that there are not any dangerous cars in the traffic, and nowadays it is a policy for the car industry to market the cars by security. It has become an attitude change, from at first saying there are no dangerous cars to marketing the cars with security. This attitude change is important in every trade. 

We know it is not as easy as it sounds. It will take many years before this way of thinking is established. The problem is to get the incident reporting started, who will take the first step and risk a decline on the stock market. The society might not be mature enough to discuss IT-security issues yet. However, if we are going to affect the world, we cannot allow the things that are wrong to continue as it is by keeping it secret. 

3.1.3 Information flow

In order to ensure an information flow between the authorities in the four-leaf-clover, the authorities must be open. It is not completely clear how the information flow should work, this much because the activity is being built up. 

Karlsson mean they all have to discuss what the communication channels look like, where the boundaries between the authorities are, who does what and so on. Other questions to discuss are how the information should be exchanged, if there should be a common website or portal to spread the information or if every authority should inform by their own website. There are many questions but no clear answers. PTS and SITIC is a bit ahead of the other three authorities, since they somehow have started their activity. 

* * *

If a solution like the four-leaf clover shall work, the best would have been if the participants discussed the issues before the activity was started in the first place. If they had done so, they would have radiated a more professional impression outward. We had a discussion with Staffan Karlsson about why the “four-leaf clover” was not created as a new authority with the competence gathered at the same place. Today is the competence spread in different locations and information is passed between authorities, this might seem a bit bureaucratic. It takes a lot of effort to make such communication work, since every authority have their way of handling issues. Karlsson answered, he does not believe it is possible to have only one authority in the IT-security area, but maybe two or three instead of ten who cooperate.  

3.1.4 Financing

Since SITIC is financed by the government, there will not be any fees. SITIC is not a compulsory activity but it is voluntary reporting. 

SITIC will have an evaluation point in December 2004. According to Mårtensson has this resulted in many people believing SITIC is a trial activity. Another reason for this is that it says so in old investigations. What happens at the evaluation point is that an assessment of how the activity has evolved is made and from this assessment the adjustments and alignments needed is conducted. The evaluations task is to follow and evaluate how the four-leaf clover is succeeding with the task. At the same time, a national strategy for information security is evolved. Karlsson says the evaluation has already begun. He believes the argument for the evaluation starting so early, is that it is important to avoid having to wait a year before necessary changes can be made, if the involved parties have difficulties in getting the activity started. During the investigation, there are possibilities to point out where legislation is needed or what measures is required to get the activity started. It can also result in a reorganisation or merging of parts of the activity. 

3.2 Assignments

SITIC’s assignments are to systemically monitor and gather information about new IT-security problems and to spread this information to the constituency. It also includes receiving reports from firstly governmental authorities, but in long-term even municipalities, county councils, companies and other organisations in Sweden. SITIC will also have an information exchange with other IT-incident centre in Sweden and in the rest of the world, and monitor warnings about new IT-security problems from suppliers and experts in the IT-security area. Something important to point out is that every organisation is responsible for their information security. 

The guidelines of the centre are:

· “Operating a system for information exchange on IT-incidents between both public and private organisations and the Centre,

· Rapidly communicating information to society on new problems that can disrupt IT-systems,

· Providing information and advice on preventive measures,

· Compiling and publishing statistics as an input to the continuing improvements of preventive measures.” [w3]

Analysing and rapidly communicating of information about new problems, which can disturb IT-system, is part of the assignments [w3]. Mårtensson believes he has limited experience of what they mean with rapidly communicating information, but the assignment says so and according to him, this is a bit vague. However, he states as long as SITIC is limited to regular work hours at PTS, the warning should be sent within a working day. According to Mårtensson the only counter-measure for this problem is that SITIC begins with 24-hour or on-call duty. 

* * *

In the present-day situation, this means if a virus occurs at Friday night, the warning will not be distributed until after the weekend. This can mean the constituency will be more exposed to the virus than if the warning would have been received in time. 

Advice and preventive measures will not mean that SITIC is going to function as a consulting activity. Mårtensson mean this is also something SITIC is suffering from old investigations, that SITIC would be some sort of help-desk. However, in PTS assignment it is stated that SITIC should investigate IT-incidents that has occurred. When an investigation can be of importance for SITIC is when they need to understand and learn about the problem, and this can be understood as a consult effort. As mentioned earlier, this is not SITIC’s task, but the task is to inform others about the occurred problem so it will not happen again. The person who has a problem can turn to their supplier or hire consults themselves. Advice and information about preventive measures is an important part of SITIC’s work. The goal is to raise the security awareness in the society and increase the protection against IT-incidents [w3].

To raise the security awareness in society is according to Karlsson a pedagogical issue. What has to be done is to make people aware of the vulnerability, to make people understand that the development of the society with 24-hour governments and broadband with constant connection means the risk to be exposed to IT-incidents. There has to be an understanding that there are reasons for protecting yourselves. He says further, he does not believe in regulation, legislation and controlling since it most often does not work if there is no motive why to do it. According to Mårtensson will the security awareness increase only by the existence of SITIC. He says further, a website, seminars, conferences and lectures will draw attention to SITIC. 

SITIC will compile and publish statistics over the reported IT-incidents [w3]. Mårtensson says as long as SITIC has a small constituency, there will not be so much time spent on incident reporting, but on making advices and recommendations, that is getting the system with advisories and news started, and continue to create contacts. 

According to Mårtensson the incidents and who reported the incident will not be published, but SITIC publish information about discovered bugs together with links to patches or instruction on how to protect you, even if it is as rudimentary as pulling out the cord and wait for further instructions. It is SITIC’s policy to publish the bug first after a solution is found. One problem with this is that SITIC has a legal responsibility if they have knowledge about a bug, that is not published, and then an incident occurs in connection to the bug. Mårtensson means nevertheless you have to see it from the other side as well, that is how many intrusions will happen if a bug without a solution is published.  

* * *

It is positive to have statistics gathered in one place because it is important to be able to follow the level of electronic attacks in Sweden. It is also positive that a bug is not published until a patch or solution is found, but on the other hand, the skilled hackers do not need to look for bugs at web pages like SITIC. We believe that if the hackers want to find a certain piece of information, they will find it no matter what countermeasures SITIC and other CERT organisations have done. Another aspect to consider is the fact that you most certainly do not reach out to the entire constituency with the solution and therefore the hacker can try to make use of the bug anyway.   

3.3 Reporting

3.3.1 What, who, why, how and when to report

According to an international model the incidents can be divided into three categories, also called CIA
 in short:

1. Confidentiality

2. Integrity

3. Availability

Activities, which can fit in these categories, can also be divided into three types: scanning, intrusion and accessibility attack. For more information about possible attacks, see appendix I [pm1].

Mårtensson says SITIC will try to control what
 should be reported, built on guidelines answering what, who, why, how and when. Mårtensson mean if SITIC get a report, it has to be taken care of. He says further, what SITIC tries to rule off are things like tripping over cord with restart as consequence flood in the computer hall, and fire. 

Concerning who should report, SITIC prioritise first authorities, then municipality/county council and last the business world, this for many different reasons, but mostly about the Official Secrets Act. Mårtensson means no one will report to SITIC as long as they cannot ensure that the information stays. Mårtensson also say the cause to why authorities is prioritised is that the government considered to start a state CERT, and those who could be controlled in some meaning is the world of authorities.  However, Karlsson means this is how it works in the society. The government can never prescribe how the business world should act.  He says further that KBM as an authority have a mission to create a business world council where KBM will have a dialogue with the business world about, among other things, IT-security issues. KBM will also create an information security council where representatives from both authorities and the business world will take part. He means the business world has a different approach in which they cannot be affected in the same concrete way as the authorities. The business world want to see an added value in order to take part in the activity, it is the profits that are convincing. 

There are a number of reasons to why it is important to report. In a PM from PTS it is mentioned for, instance that:

· The reporting will be useful to others by SITIC’s work

· One report can be associated to other reports and therefore lead to the ability to see patterns in attacks

· Every report increase the possibilities to produce relevant statistics, advice and recommendations

· SITIC can help with competent personnel in specific and interesting cases in the analysing of the event [pm1].

According to Mårtensson SITIC has today two of five possible ways of how to report. Since total defence authorities take part in the reporting it is total defence secret information that only can be moved with cipher devices like cipher fax machines and cipher telephones. A third possibility, which is badly spread, is a cipher pc that can be referred to an authority. This possibility is not used since it is so badly spread. The other two possibilities are e-mail written in cipher and websites/web forms [pm1]. 
Concerning when to report, SITIC want an incident to be reported as soon as possible, however information about an incident is valuable even if it happened a while back in time since the incident can be a part of a pattern. When an incident has affected the systems, it should be reported as soon as possible [pm1].

SITIC want to have incidents, discovered with virus protection and firewalls, reported in order to get statistical values. Mårtensson means they already have a big enough constituency in this area to get relevant statistics. SITIC want bulk reports with these incidents in a monthly or quarter basis from the constituency. This give an opportunity to create a logical connection between the investments once made, in antivirus and firewalls, with the number of incidents stopped. Due to this, an assessment of what should have happened if the investment would not have been done can be performed. Mårtensson believes one problem with the bulk reports is that all organisations have their own way of reporting internally. 

According to Karlsson, the first step is to build a reporting system on every authority. The authority must know by them selves when it is exposed to an attack, in what extent and what the cause was. Not until then, the authority can make the decision to report to SITIC. 

* * *

We also believe the first step should be to build a reporting system on every authority and company. If the companies do not have an internal reporting system, they most certainly do not know when they have been exposed to an incident. Many people have difficulties in perceiving what an IT-incident is. When someone is making an intrusion into a computer it is difficult to understand what takes place, since it is not something that can be seen with your own eyes, and therefore the proper protection is not installed. A burglary is easier to understand since you can see what has been stolen and what damage has been done; it is easier to understand why a burglary alarm is a good investment.  

3.3.2 Demands and voluntary reporting 

Mårtensson says SITIC does not have any formal demands on those who will report because there is not any formal steering opportunity of the publics IT-security. Because of this SITIC does not overtake any responsibilities for their IT-security, what SITIC can do is to show what tools there are in order to get proper protection. SITIC is an authority and is therefore not able to hold back or sort out information. The information SITIC has is essentially public information. 
One risk with not having any demands can be that the constituency refrain from reporting. Mårtensson means there are other methods to protect the active reporters, for instance distributing direct warnings if it is an urgent problem. Another solution is to get the constituency to understand if no one reports, no useful information will be generated. 

Mårtensson believes in the present-day situation there will not be any good statistics on the reports SITIC receives. Since SITIC only can generate statistics on the received reports, it is first in a situation where the change in the Official Secrets Act take effect, and the possibility for everyone to report, SITIC can get such volumes of the statistics that it actually show something. 

Mårtensson means voluntary reporting is preferable until it is proven wrong. However, he does not believe in mandatory reporting in any circumstance because it can generate a couple of dutiful e-mails on a daily basis. 

Karlsson does not believe it will make a difference if the reporting is voluntarily or not. Legislations can be made, but if the reporter does not understand why to report or see a risk in reporting, they will not follow the legislation. What has to be done is to ensure there is a value in reporting, either for their authority or for the country. Only then can the reporting get started. A problem is that the management in the authority does not get the information that it is exposed to an attack, this is hidden on the technical level, that is, no internal incident reporting structure exist. 

* * *

There are both advantages and disadvantages with voluntary reporting. One disadvantage is of course that people might not report at all since it is not mandatory. Everything that takes time costs money. It is not until the society understands the importance of reporting IT-incidents that the reporting gets started for real. Another disadvantage is the statistics collected cannot be correct if there is no mandatory reporting. How can the statistics be used other than as an evaluation of the activities number of reports? One advantage with voluntary reporting is the fact that it is voluntary. Companies today see authorities as a control mechanism and if the reporting should be mandatory this would be another way of control. To ensure that voluntary reporting will work, it has to be built on a large amount of trust between the reporter and the receiver. 

3.4 Problems

3.4.1 Attitude

One problem SITIC has to deal with is the constituencies attitude. Mårtensson means there is a lack of methods to calculate the cost for incidents. One way is by calculating man-hours for all unnecessary work, the computer department performs, which they would not have done normally, but that is a rather blunt instrument. He says further, another cost is the preparation in buying intrusion detection systems. Maintenance and backup routines are also a part of the total cost. 

* * *

Many times the constituency has their routines for backup and their security policy. However, this is most often not tested properly or it is only a bunch of papers lying in a locked cabinet. Security is something that needs to be discussed and it is something all employees need to know and not only those who work with the security issues.   

SITIC sent an inquiry to the business world asking what they wanted from an authority as SITIC. The result were that they set two demands, the most important demand were confidentiality on the delivered information and the other demand were that it should not cost the company lots of time and money to deliver incident information. The fact is they did not set the third demand as imaginable, that they should get something in return. Mårtensson means it is people like IT-security managers and security managers, and they understand the use of it. He says further, SITIC has to fix the two first demands to make it work with the business world. This can be done by showing the companies SITIC’s secure environment and it is also important that SITIC have a track record which show how SITIC works and what they do. Other ways is to show how CERT organisations abroad are working. It is important, according to Karlsson, to make the companies realize that security equals profitability and it is valuable these days to market your activity by saying you have thought about information security. 

* * *

We believe it is important for companies that report to get something in return. For instance, what happens with the reported information? What measures have been taken? 

3.4.2 The Official Secrets Act

Another problem for SITIC is the principle of free access to public records. Mårtensson believes in order to get the business world to report to SITIC, it is necessary to get a change in the Official Secrets Act, which means the possibility to classify information about IT-systems which can be used in a harmful way. Due to this, SITIC has generated proposal to a change in the Official Secrets Act, which was finished during 2002 and past by the circulation of comment. The circulation of comment was finished in November 2002 and the government is creating a government bill so the change can come into force. It is very sensitive to change the Official Secrets Act since many consider it restricting on the principle of free access to public records. The referral answers were consistently rather positive with exception of two clearly negative answers from the journalist association and the paper publishers. Mårtensson says, hopefully the change will come into force by the half-year turn.  

If a change in the law would not come into force, SITIC will continue with the limitation to authorities they have today. According to Mårtensson, a final solution would be to make the information confidential, since one of the assignments is to generate statistics. When the information is confidential, it only generates bulk statistics, and no filtering per trade is possible. If the change does not come into force it would mean, according to Karlsson, that SITIC would go back to step one and start all over again. He also believes many would avoid reporting to SITIC if you cannot guarantee the information is protected at PTS. 

Mårtensson says if the change comes into force SITIC will most certainly market themselves thru Näringslivets Säkerhetsdelegation (NSD) and other channels. The reason for SITIC not being marketed is that they do not have any capturing mechanism, and it cannot be done with credibility as long as the change in the Official Secrets Act has not came into force. Karlsson believes a change in the Official Secrets Act is of decisive importance for SITIC’s possibilities to get information. 

* * *

We believe there is a risk with changing the Official Secrets Act. If you can change the law one time, what says the law cannot be changed in five years to something negative for SITIC.  

Mårtenssons comment on this is that it is possible, but the information SITIC gets is incoming documents and if someone demand to get them, a secrecy trial is performed. The demand can be stopped by relevant paragraph in the Official Secrets Act. The mechanism works in a way that it is possible to demand a document, but the demand can be filtered in the secrecy trial. He says further, you must see it from the taxpayers view also. They want to know what the authorities do with their money, but when it is information, which can mean risks for the activity it is positive with the filtering mechanism. 

* * *

Since every case is individually tried, there will always be a risk the information reported to SITIC could become public. As a taxpayer we do not only want to know what the authorities do with their money, there is another aspect too, for instance we want to know which companies have lacking security, so we get the possibility to chose our services from a security perspective. 

4 Proposal to change the Official Secrets Act

As mentioned earlier in chapter 3.4.2 the Official Secrets Act is a problem for SITIC. It is important that it is relevant information in the IT-incident reports and not only the time and what type of incident that occurs. The reason for this is that the information in the IT-incident reports shall serve as the basis for statistics that make it possible to see weaknesses and risks considering, for example, programs and computer equipment.

The aim to report an IT-incident is to describe the IT-incident that has affected the company. Some kind of information about the organisations safety in IT-system is a common part in the IT-incident report. This information can be used to survey network and system, find ways of attacks and technical vulnerabilities. Examples on this are how security in IT-incidents are constructed, what kind of security routines, for example, how passwords are managed,  there are for operation and usage of IT-system and what kind of hard- and software they use. If the information about the safety in IT-systems is official, it can be used for criminal activities as damage, sabotage and intrusion.

What kind of information the public organisations are going to report about IT-incidents are going to vary depending on, for example, if the purpose with the reports are to warn other organisations or contribute to gather statistic. One basic condition for the public organisations to report their IT-incidents, with desirable extent and contents, has to be that SITIC has the possibility to keep information, that can counteract security, secret. If that possibility do not exist, SITIC can only recommend the public organisations to report unidentified information or report a very finite type of information. This result, that the basis of the statistics are going to be finite, can lead to that it will not be so reliable so it can be used as a source for example threats- and vulnerability assessment [p2].

4.1 Present law

In freedom of the press act
 2 chapter 3 § first paragraph:

”För att en handling skall vara allmän krävs att den förvaras hos en myndighet samt därtill att den anses som inkommen till eller upprättad hos myndigheten”

In English, it means, if a document should be seen as public it must be stored at an authority and it has to be seen as arrived or establish at the authority. With this rule, it means every Swedish citizen has the possibility to acquaint one-self public documents as long as resistant interests are not limited. With document it means it shall be produced in writing or picture or be a recording that can be read, monitored or in another way be understandable with only technical aids.

The present law mean, neither organisations nor authorities are guaranteed anonymity when they report their IT-incidents to SITIC. Since IT-incidents, the organisations report, are reported to and stored at SITIC, they are seen as public documents. If the authority that reports their IT-incidents keeps a copy or the original of the report, it means the authority draws up the report and therefore it becomes a public document at that authority.

Today there is no rule in the official secrets act, which handles security information in IT-system, but there are some rules that under certain circumstances can be applied
 [p2].

4.2 The proposed rule

PTS proposed a new rule in the Official Secrets Act, so SITIC shall be able to create conditions in order to base a confidence with the public organisations and carry out its tasks. PTS think the proposed rule is an important part of the establishment of SITIC.

PTS proposed that the following rule is going to be introduced in the 5 chapter in the Official Secrets Act:

”Sekretess gäller för uppgift som lämnar eller bidrar till upplysning om säkerheten hos tekniska system för informationsbehandling, om det kan antas att säkerheten motverkas om uppgiften röjs.”

In English it means, secrecy concerns information that provide or contribute to information about the security to technical systems for information processing, if it can assume that the security counteract if the information is given away [p2].

* * *


A change in the Official Secrets Act was made 1993, which meant it should include information that could leave or contribute to information about security- and surveillance measures. The purpose was to make it possible to keep secret construction drawings, which can be used in planning of burglaries. We believe this rule should also be able to apply to plans over computer networks, which can be used to make an intrusion. We believe it will mean just as much damage for a bank if its plans over their network or their construction drawings get in wrong hands.  

4.3 What will be protected?

It is important the rule comprise information that can provide or contribute information about security in technical systems for the information process. There are many examples of information that may not be considered as information about security; it can still provide information about the security. One example is the information about type, version and current interest among operating system or other software. This information is not really applied for security, but it can provide information about security, for example if there are any weaknesses/vulnerabilities in certain systems and versions. 

Information that should be able to public without any risks for hurting the organisations security is, for example, individually information about type of the operating system. Nevertheless, information about what kind of version of the operating system a server with a special IP-address or domain address would be best to keep secret.

Information about temporary vulnerabilities can come from different sources, for example reports about IT-incidents, suppliers and different types of functions for IT-incident management. Society of today is dependent of technical systems for information management. This means it has to be considered as a concern that there are possibilities to keep information, which can be used for attack, secret. It concerns not only attacks against a certain technical system for information management, but against all technical systems for information management where the technical vulnerability is.
The suggested rule applies certain kind of information about technical systems for information management and with that it can comprise certain types of information about computer programs. PTS thinks it should be mentioned that the rule, according to PTS opinion, does not bring any change on the publics’ opportunities, with support of the principle of free access to public records, to get insight into the authorities’ computer programs. The reason is, among others, that a description of how a program work and what kind of information the program handles, which are needed in order to satisfy the interest from the public view, always should be able to be submitted without letting the information, comprised by the proposed rule, to be exposed [p2].

* * *

There are both advantages and disadvantages in changing the official secrets act. The advantage is that you can hide plans over network and such, but the disadvantage can be that the consumer cannot choose their supplier based on security. Those who have the fewest bugs are winners in the end. If this is positive or not, depends on how mature the market is for security issues. If SITIC continue to be a government authority, what does the taxpayers get out from the activity? If it is mainly for authorities and companies, what is the purpose for the private taxpayers? 

5 European CERT organisations

5.1 The Danish Computer Emergency Response Team

The Danish Computer Emergency Response Team (DK-CERT) was established in 1991 by UNI-C and was therefore one of the pioneers worldwide, by taking the initiative in creating an international cooperation, based on the original concept of CERT CC in the US. DK-CERT was started in connection to one of the first hacker cases in Denmark. DK-CERT task is to monitor IT-security in Denmark, as part of the international cooperative work. About 10.000 security incidents per year are handled by DK-CERT and their information services are accessible to everybody. DK-CERT is a member of Forum of Incident Response and Security Teams (FIRST).

The objective for DK-CERT is:

· “to gather information and know-how via co-operation in CERT – FIRST

· open sources thus enabling DK-CERT to publish alerts and other information regarding potential security risks and pending problems.

· to receive information about security-related incidents and to co-ordinate efforts in the field.”[w4].

As mentioned, one objective for DK-CERT is to provide advice concerning possible security risks and offer assistance regarding analysis of log files. They can for example identify the method of an attack. For a consultancy fee, the instructions on how to restore the system and the damage repaired can be given. 

DK-CERT publishes articles on their website on a regular basis with alerts, advisories and news. The articles have information about security vulnerabilities in software and networks, and they have information about precautionary measures [w4].

5.1.1 Contact possibilities and subscriber services

DK-CERT can be contacted, 24 hours a day, by e-mail. By using a notification form a notification concerning security, incidents can be given. On all weekdays during office hours, personal support is offered.  All notifications from exposed persons are analysed by DK-CERT and then they recommend solutions to the problem and send warnings to other potential targets. If the involved parties wish to be anonymous and confidential, this is respected. 

A coordination of information between the involved parties and organisations like foreign response teams and the Police are made by DK-CERT. DK-CERT cannot order anyone to do a task, but it has an advisory role. If requested, DK-CERT can also act as an intermediary of information between parties wishing to be anonymous. In order to smooth the progress of handling information about incidents and vulnerability a confidential communication between national and international parties can be established.

DK-CERT use fees in order to finance their activity and as a subscriber at DK-CERT the system administers get:

· Warnings about vulnerabilities in the company’s IT-system

· Newsletters about what is new in the IT-security area

· Help by a hotline if something would go wrong

· Assistance in difficult situations 

When a company sign a subscription, the system administer register the systems and programs they want to get warnings about in DK-CERT’s database. If DK-CERT finds a new vulnerability in the systems and programs a warning is sent to the system administer by e-mail. By cooperation with other CERT organisations, DK-CERT gets a timely view over potential risks.  

The electronically newsletter handles up to date IT-security subjects in a wide perspective, everything from a general view to more in depth technical descriptions and problems. The subscriber can use DK-CERTs hotline whenever they have been exposed to an incident. This service is included in the subscriber fee.    

The subscriber fee includes:

· Phone consultation in connection to a security incident

· Mediating of complaints and warnings in the behalf of the activity to administrators, internet suppliers and other responsible

Above that, the subscribers have the right to Incident Response Service if the subscriber is exposed to an incident, which cannot be solved without on-site help from DK-CERT. This service is not included in the subscription fee, but is count on an hourly basis [w5].

* * *

To get information about IT-incidents DK-CERT uses fees to finance their activity, which we believe means they have members that believes and sees the usage with their activity. We consider it positive that you have the possibility to get help from a response team when problems occur that you are not able to solve by yourself or via the on-line help. SITIC has not considered offering this kind of help. As a member of DK-CERT you can custom made the warnings by for example choose what kind of operative system or program you want to have warnings from. In this way, you get useful information that matters for the company.  A disadvantage could be that not all companies can afford to pay the fees, which is necessary for being member of DK-CERT.
5.2 The United Kingdom Government CERT

According to Karlsson the United Kingdom (UK) has a rather good functioning government CERT. The CERT has two structures, one of them is called the Unified Incident Reporting and Alert Scheme (UNIRAS) and the other is called the National Infrastructure Security Coordination Centre (NISCC). UNIRAS is the CERT and NISCC is more a virtual structure. Karlsson believe NISCC is similar to SITIC; and they have contacts and resources with a number of participants in the British community. These can use resources for different kinds of measures depending on occurrence. Some of governments have competence in virus, Trojans and contagion in different forms and other have competence in other areas. 

The UK’s CERT has built their activity on the concept to give more in return to the customer, or those who report, than it cost for the reporter to report. Karlsson believe this is one of the reasons UK’s CERT serves so well. 

5.2.1 The Unified Incident Reporting and Alert Scheme

UNIRAS were established in 1992 and it is the UK Government CERT. It is an active member of FIRST, and an integrated part of NISCC. The UK’s National High Tech Crime Unit (NHTCU) is also a part of NISCC. 

In the beginning was the role to gather information on IT security incidents in Government departments and agencies, but UNIRAS' role extended considerably. Now has UNIRAS expanded and include companies holding sensitive government contracts, and Critical National Infrastructure (CNI) organisations. UNIRAS produce periodic analysis and assessment of incidents and trends, and issuing alerts and briefings on matters of IT security concerns. 

UNIRAS' functions have three main categories:

· “Response to electronic attack and other significant IT security incidents.

· Warning about IT security incidents and vulnerabilities.

· Gathering information about IT security incidents.” [w6]

Customer at UNIRAS

UNIRAS provides a real-time help desk and early warning function for its customers so they can respond to the threat of electronic attacks. The standard office is open on weekdays during office hours. If emergencies appear outside office hours, there is a telephone help line. You can contact UNIRAS by phone, mail and e-mail.

UNIRAS also provides warnings of IT security vulnerabilities by issuing alerts and briefings via e-mail. Alerts are normally used to report immediate IT security problems or vulnerabilities; they should be acted upon as soon as they are received, for example the appearance of a new virus. The alerts give detailed guidance on immediate action the organisations should take to protect their systems. Briefings contain general information such as details of software vulnerabilities and patches
. They are used to report less time sensitive and routine information. To get its alerts and briefings, UNIRAS uses Internet, FIRST, associated CERTs and the UNIRAS community itself.

UNIRAS provides an annual report, which is compiled using the statistics of incidents reported by our community. The purpose with the annual report is to predict trends and highlight developments and issues, which may affect or be of interest to the UNIRAS community. Assessment and analysis of incidents are also included in the report.  
Not qualified for membership

Not all companies are qualified for membership of the UNIRAS community. The Reporting Scheme can only be read by the Government and CNI organisations. The non-qualified members, non-Government and non-CNI organisations, are welcome to make use of the UNIRAS alerts and briefings posted on the UNIRAS web site. UNIRAS welcomes reports of significant electronic attack incidents, threats or information about new electronic vulnerabilities from the non-member organisations by phone or e-mail. UNIRAS is also willing to give advice and help about significant electronic attack incidents to the non-members.

How and what kind of information UNIRAS gather

UNIRAS collect information on IT security incidents or problems affecting its customers in different ways. It receives details of serious incidents or potential problems, which have been reported direct to the UNIRAS Help Desk. UNIRAS is collating reports of IT security incidents supplied mainly by its customers in government departments, agencies and in companies holding sensitive government contracts. UNIRAS regularly issues statistics and summaries to protect commercial or departmental sensitivities. This information is very useful in building up a picture of trends and developments in IT security incidents, providing a database of knowledge and past experience for UNIRAS to draw on in its work as UK Government CERT. 

It is important UNIRAS get reports because the service they provide is only as good as the information they receive. It is also important members of the UNIRAS community should report incidents, unusualness or threats to UNIRAS as early as possible. This could prevent an incident from becoming a disaster. UNIRAS understands the concerns about the sensitivity of reporting and guarantees the anonymity of reporting organisations. Incidents are only reported to the Police where there is agreement from the reporting agency.

How to report

Normally reporters achieve routine in incident reporting by using UNIRAS database software. This software is a runtime Microsoft Access software package developed by UNIRAS. It allows organisations to input and maintain records of their own incidents and in the same time, it provides a copy that can be forwarded to UNIRAS by either e-mail or floppy disc. Only the members of the UNIRAS community can receive a copy of the CD-ROM with the software [w6].

5.2.2 The National Infrastructure Security Coordination Centre

NISCC is an interdepartmental organisation and it coordinate and develops existing work within Government departments and agencies, and organisations in the private sector to defend against electronic attack. One of NISCC's main purposes is to establish a long-term partnership with those companies that provide CNI services in order to help protect them from electronic attack. NISCC’s aim is to continue to offer updated advice and threat information as the threat develops and as dependency on interconnected IT systems grows. They encourage CNI partners to share the experienced information on problems or attacks because only a small proportion of the electronic attacks that take place against UK private sector targets are reported officially. They who share their information are guarantied confidentiality [w7].

* * *

To be notified, only the Government and CNI organisations are qualified for membership of UNIRAS but the best part is that non-qualified members are welcome to make use of the alerts and briefings, they can also get some help from UNIRAS. A positive detail is that they give software to the members, which makes the reporting of incidents to UNIRAS easier. We consider UNIRAS has a well-defined activity and from this organization SITIC could be able to take some parts to form their own activity. 

5.3 Finnish Communications Regulatory Authority 

From the 1 September 2001 FICORA's CERT is the name of the Telecommunications Administration Centre. FICORA stands for the Finnish Communications Regulatory Authority. It cooperates with national and international CERT-organisations, the industry and the public sector. Their partners are also the Police in the unit Central Crime Police and Computer Crime Unit, the Security Police and the Finnish Defence Forces [d1]. The target group for CERT-FI are Telecommunications service providers, the public and private sector and individual citizens [w8].

 FICORA is a general administrative authority for issues concerning electronic communications and information society services. Its mission is to promote development of the information society in Finland. The specific duty of the authority is to safeguard the functionality and efficiency of the communications markets in order to ensure that consumers have access to competitive and technically advanced communications services, both of good quality and affordable. FICORA has budgetary independence, all funding from fees are collected from user organisations. Operators are required to pay an administration fee to FICORA. 

A group set up by FICORA with responsibilities to detect and prevent security incidents is called CERT-FI. FICORA coordinates the work within the CERT-working group. This group is a cooperation organ for different operators working with discovery and investigation of information security infractions. The group follows and promote the general awareness about the development work within this field. The assignment is to prevent infraction of information security and promote the security within the Finnish information security society [w8].

CERT-FI follows up continuously the world’s present events within the field of information system's security problems, and security incidents. The main tasks for CERT-FI are:

· “to observe and collect information on threats concerning telecommunications infrastructure

· prevent harmful effects caused by telecommunications security issue

· inform public on observed vulnerabilities and security issues

· give public advice on security incident response

· follow up international development in the area.” [d1]

Reports from the telecom business about infraction of the information security and a security threat are taken care of CERT-FI. Telecommunications operators are required to report significant security events and network problems to FICORA.

CERT-FI assists in errands according to information security. They also provide technical assistance. There are different situations where CERT-FI can be contacted, for example in following situations:

· “Attacks and attack attempts against the Internet infrastructure, such as name services and core networks 

· automated and widely used attacks and attack attempts against web sites 

· severe attacks and attack attempts against telecommunications networks 

· new kinds of attack methods and attempts 

· information security incidents or attempts against data systems of private persons, companies, organisations or administration.” [w8]

* * *

Though CERT-FI are an authority, they are financed with fees just like DK-CERT, this could not work in Sweden since as an authority you cannot take fees. Something we consider positive is as a consumer you get asset to services that have god quality and are affordable. 

5.4 Comparison between CERTs 

Table 1 Comparison between CERTs

	Questions:
	DK-CERT
	UNIRAS
	CERT-FI
	SITIC

	Government owned
	No
	Yes
	Yes
	Yes

	Funded by fees
	Yes
	No
	Yes
	No

	Cooperate with Universities
	Yes
	Yes
	Yes
	No

	Cooperate with the Police
	Yes
	Yes
	Yes
	Yes

	Anonymity
	Yes
	Yes
	Unsure
	No


Both CERT-FI and UNIRAS is a government-owned authority like SITIC and UNIRAS and SITIC are funded by central government. DK-CERT is not a government-owned authority and it use fees in order to finance their activity, and so do CERT-FI.

All three cooperate with Universities, mostly by their CERT organisations, and SITIC are considering to cooperate with the Swedish university CERT organisation, SUNet. They also cooperate with the Police in some way and so do SITIC. They do not report the incident to the Police, they can only advice the reporter. 

UNIRAS think it is important to establish trust between the various agencies working within the field. Reporting agencies, vendors and CERT partners must be confident their data will be kept confidential, they have also developed an expertise in incident response. DK-CERT can act as an intermediary of information between parties wishing to be anonymous. They gather information thru cooperation with other CERT organisations in order to get qualified expertise. 

Both UNIRAS and DK-CERT have been running since the beginning of the 90’s. It takes a number of years for a CERT to establish a working relationship with its community. DK-CERT believes one reason for their reliance is that they participate in many international meetings where they receive many impulses. 

The reason for UNIRAS success is the establishment of a highly trusted relationship between customers, vendors and other CERTs working in this field, expertise in the field and customer based focus. DK-CERT is a successful concept because they put a lot of effort in their work. They also have a management who support them towards the same goal.

To ensure the anonymity of the reporter UNIRAS handle all data relating to incidents or vulnerabilities in the strictest confidence. They do not disclose such information without the authority. DK-CERT has the policy that if the involved parties wish to be anonymous and confidential, this is respected. SITIC strive to be able to keep the reported information confidential. This has resulted in a proposal to change in the Official Secrets Act.

6 Compilation of survey


We think it is important when you start a new activity that it has clear and realistic goal set, so the organisation can work towards it. It is easier to believe and to show the use of an organisation if the goal is set. Our question to the selection group is if the companies believe in an organisation such as SITIC. When we speak for all companies, we use the selection group
.

AstraZeneca thinks they do not have any use of a governmental CERT since there are many people who are working with IT in the company. What they find in use is if there are any new Swedish threats they could get information about. They have a global control unit that demands how it will be run, and there are many stakeholders. Further, he says one reason to why they do not believe in SITIC is a legal perspective. Smaller companies and authorities might have a greater need for SITIC.

Vodafone means SITIC is a great idea, but it will not work in reality, mostly because with authorities governmental demands can be set, but this does not work in the business world. Another reason can be that most companies do not have an incident management. Vodafone will not oppose towards SITIC and they are willing to discuss, but he do not believe they will report in a long time. It will not be easy to involve the business world since there in general is an enormous lack of competence regarding IT-incidents. He also means the market is still young. He says, one problem with an organisation like SITIC, is that the members cannot be sure of that everyone report all their incidents, or only report their “easy” incidents. It is impossible to control if the members fulfil their obligations. He believes many companies see the risk of hurting their trademark when they report to SITIC. If SITIC can overcome this, they have succeeded. Another problem is if the companies do not have any internal incident report management, they do not know what to report. 

Since there already are many similar organisations like SITIC in the world, Tetra Pak assume hesitant to the use of the organisation. He understands there could be a need for the Swedish authorities. If it shows there is any use and if it is any help for Tetra Pak, there is a possibility they will report to SITIC. One reason to why Tetra Pak do not believe in SITIC is that they do not really have a clear view regarding what they should do. Tetra Pak has been informed in detail about how SITIC will work, but they have not said why they want to work in this way. Further he say, it will help SITIC if they get companies who are willing to report to them, but their primary target group is the authorities. Tetra Pak says it is only physical incidents that are limited to Sweden, for example, a virus infection is not only limited to just Sweden. He also means there are elements of negative publicity the company wants to avoid.

Sony Ericsson does not know what the use could be of SITIC. Neither statistic nor warnings are any use for the company since the virus already is known when the warning comes. When Sony Ericsson gets the virus they need to start with a solution of the problem, they do not have any time to spend with reporting. Since their company are among the first who is subjected to virus, Sony Ericsson says “det blir ju vi som blir väckarklockan, vi får ju inte varningen“. In English it means: we are the alarm clock; we do not get the warning. Like Vodafone, Sony Ericsson thinks it is very important to have an internal incident management and he sees a great difference between smaller and global companies in this area. When it is a global company, represented in many countries with many departments, it is difficult with incident management if you do not have a structured way of doing it. 

TeliaCERT thinks, like Vodafone, that it is good an activity such as SITIC is in action. However, TeliaCERT will not report anything to SITIC since they are a controlling activity. TeliaCERT has taken part of comments on a proposal circulated for consideration regarding what information SITIC wanted, and that information where very detailed. TeliaCERT does not even share this information to other CERTs, with whom they cooperate. The information they share is for example, which type of bug has been used, version of the operative system and where it comes from. This information is needed to be able to trace and see if they are vulnerable, not the type of target system, costs or consequences. TeliaCERT will not report to SITIC, as long as it is not a demand in the law. He says other companies probably see it in the same way. 

AstraZeneca’s head director is situated in London and a Swedish authority is of very small importance to them if there is not a demand in the law. AstraZeneca also believe if there is a demand in the law they will report incidents according to that law. AstraZeneca says further, it would be interesting to see how SITIC will construct such demand in order to ensure credit value for SITIC, he believes it is wrong way to achieve a purpose.   

Svenskt Näringsliv thinks SITIC is interesting and needed, but there are different ways of solving it. Sweden is characterized by the principle of free access to public records, and because of this, you can, without getting a penalty, break the Official Secrets Act and leave information for publication. Therefore, he believes the suspicion always will be there.  When SITIC receives information, it can be passed by different steps, meaning it is difficult to know how the information is spread. Another reason for him being critical to SITIC is that his experience says authorities most often begin with a small system, not so much information is stored, and then the system is built out gradually. To strengthen his statement he compares to registers at the tax authority. At the start, other authorities could not take part of so much information in this register. After a while, the authorities realized they needed certain information to complete their tasks, and therefore the register was built out.  He mean from this you can derive that you cannot know how SITIC will be constituted in five years. 

The next question is what SITIC have to do to make the organisation fulfil its purpose. AstraZeneca believe there has to be a purpose with SITIC which they can take in use. They can consider report some type of incidents, if it is incidents of information character, but most definitely not other incidents. He pointed out it has to be a win-win situation for the company. The only use AstraZeneca sees is the possibility to decrease the threats from the world around with laws and penalty scales which make it unattractive to commit crimes. To prevent crimes, one task for SITIC could be to inform in schools about what is illegal in the IT-area. He says further, SITIC could function as a channel into the legislation system. This would lead to better and faster legislation to check the existing threats. He means one problem is that the legislation does not follow the technical change. The best would be if SITIC, together with the business world, agree upon the forms for how to do the activity in a mutual way, so everyone can get use of it. If SITIC can prove the use for the business world they might get some response. 

Tetra Pak do not understand what use they would have from SITIC either. However, this will not stop them from leaving information if it can be of use to other companies or authorities in Sweden. He believes it is important SITIC should handle large, physical incidents that occur in Sweden. It can be incidents, which lead to a threat towards electricity supply or communication links. Tetra Pak do not see any reason for reporting virus and similar incidents, since there are organisations all over the world that work with this. Tetra Pak believes if SITIC shall reach out to global companies they have to cooperate with organisations outside Sweden. SITIC also have to work out clear guidelines of their activity. Since Tetra Pak is a global company, they do not have any need to receive statistics from SITIC. He says further, the reporting is a side issue; he can understand the use of it but “det är viktigare med hanteringen av incidenter än rapportering”. In English, it means it is more important with the handling of incidents than the reporting of incidents. SITIC will as mentioned earlier not work as a help-desk, but he believe SITIC still can work out plans about how to handle incidents. He does believe a change in the Officials Secrets Act might help to get companies involved.

TeliaCERT think SITIC have to start with building up their trust, not until then they can get information from the companies. What SITIC could do when they get an incident report is to reconnect by thanking for the tip and tell how far they have come and what it have lead to. TeliaCERT thinks it is good SITIC starts as information central. He thinks SITIC can assist with advice and show methods, work procedures, and give information about which steps the companies should take to avoid the incidents from happening again. He does not believe SITIC shall do an operative work.

TeliaCERT react over the information SITIC want to have about the incidents. He means SITIC do not need all information to keep their statistics. TeliaCERT thinks SITIC should consider what kind of information that are needed, partly for simplify for the companies and partly for keeping important statistics.

Vodafone asks themselves what the business use is, what the company gives in relation to what they get. Everything is about money and trust. It is difficult to measure the security level in your company, because of that; Vodafone would like to have indications on general incident problems located to Sweden. You can use this as a benchmark to be able to measure the company’s security level. If SITIC want to succeed, Vodafone thinks the business world should be kept out until SITIC works for the authorities. The information SITIC get in the reports should be made confidential. 

AstraZeneca believe you can clarify frequencies with the incidents that occur in your company and then by reporting to SITIC, they can clarify for other authorities that it is a problem. All incident reporting have the advantage that it makes clear what happens in the company, and then it is up to the company to make the right conclusion. 

Sony Ericsson has difficulties seeing what they can get in return from SITIC because they highly solve their problem by themselves. If it is only being about to give of your company to the public, they are not willing to do that. They are pleased as long as the public do not know where their equipment is located. Because Sony Ericsson outsourcers their infrastructure, it is their suppliers who would be able to report to SITIC, and it is something they do not have the permission to do. He thinks the only case SITIC would be of importance is the defence industry and overall defence. 


We believe the cause to not reporting to an authority is that there is a negative attitude in the society towards IT-security. What we have understood is the market not yet ready to report their incidents. IT-industry is evolving rapidly, we believe for that reason the security and the evolving has not gone hand in hand. By comparing how long it took the car industry to evolve security, we must be aware of that it will take time to raise the security awareness also in IT-industry. Our question to the selection group contained how you can increase the security awareness in the company. 

We believe to be able to change the attitude at the companies it is important to get the company management to understand that security mean profit and not until then, the company can start to build their IT-incident reporting system. How can you get the management to understand the importance of IT-security?

According to AstraZeneca the keystone is to have IT-security at the security department and not at the IT department, there is no difference in security and IT-security. He says further if a Denial of Service attack occurs and only the IT department know about it, not everyone concerned gets the information. When an IT-incident occurs the focus is most often on the technology, but the fact is there is people and behaviours also involved. TeliaCERT mean security activities and security are a part of the business operating activity. Thanks to the business doing well you can commit to security. Svenskt Näringsliv believes the company management should have the same control of IT-security as for example bookkeeping. He also compared to the example when people saw the outflow from the factories one used to say: - Ooops, something is running out the drains! Nowadays it is very important to control what is running out the drains. The same should apply to IT, what is running in and out from the computer? 

The next step for the company is to get their staff to report IT-incidents. AstraZeneca has clear guidelines on what you could do as an employee. They also have a rule saying they have to report incidents, which could affect people, information or property. They educate their staff by an introduction education and by continuous education. He believes the most important thing is to make sure that common sense rule, if so is the case you have come a long way. Vodafone also have educations, which they try to make more fun. This can utter by movies and toilet commercials. He also believes there is no gain in sending e-mails to the employees, it is important to discuss security. 

Tetra Pak has problems in getting incidents reported since it is many languages and cultures that needs to be handled, it is not easy to affect cultures. Especially in Asia, and in some extent South America, it is difficult to get them to report, they feel like they have done something wrong, which is shameful. However, it is important for the security department to get the knowledge of the IT-incidents so they can learn from them. Tetra Pak in Lund use a general paper on the web with many pictures and written in an easy language to inform the employees. The employees may also take the European computer licence. Sony Ericsson has no problems with reporting because they notice directly if something happens. When an IT-incident occurs an alert is sent and a solution worked out as fast as possible because one hour’s delay is a disaster. It is important with coverage 24 hours a day since Sony Ericsson exist in different time zones. Sony Ericsson informs the employees, both as a new employee and continuously, about security policies.

TeliaCERT means it is important that those who are working with security have the right attitude and a good manor in handling people. It is advantageous to be able to talk to both technicians and with the manager when they are stressed and irritated. Svenskt Näringsliv mean it is not enough to do preventive measures, but you have to make the employees to think one step further, for example how the problem occurred. Svenskt Näringsliv has also tried to start seminars and workshops for larger companies, which in turn can lead to solutions suitable even for smaller companies.

7 Challenges

As mentioned earlier there are a number of challenges to meet when an IT-incident centre shall be established. We believe there exist three groups of challenges, and they are; what kind of organisation form is preferable, how the activity shall be run and what result should be achieved. 

7.1 Organisation form

The questions that occur concerning organisation form are, to what extent the organisation shall be run by government versus private and how it is financed. 

Table 2 Challenge - Organisation form

	Form
	Finance

	· Private

· Governmental


	· Commercial revenue

· Subscriber fees 

· Foundation


The majority of the selection group mean it does not matter if the organisation form is private or governmental, other factors matter. AstraZeneca thinks as a company you want to protect your reputation, it depends on how the organisation is build up, and how you react. We wonder how much you as a company want to damage your reputation from being honest with your weaknesses. Vodafone and Sony Ericsson say they will never report anything that can hurt their trademark since they spend lots of money in their marketing. However, do companies not gain in the end by being honest about their weaknesses? We do not believe the market is mature enough to do so today, but perhaps in ten years the market will be more open to this matter. 

Vodafone consider it could work with a private CERT organisation, but it is a long and difficult process. The complex of problems he saw was that you need to have trust for the private organisation and you need an assurance that all participating companies reports substantial incidents which also holds for a governmental organisation. Another problem that occurs is how you handle integrity questions, what happens when a person leaves the organisation and the information comes in wrong hands. According to Tetra Pak, the limitation is that the boundary is set to Sweden. 

Svensk Näringsliv thinks, when it concerns to maintain sensitive information, a private organisation feels safer. He also says it is easier to report when you know the secrecy is robust. A problem that can occur when it is a governmental organisation is that the opinion can direct an alteration in Act. This can lead to an enhancement of the distribution of sensitive information. Since, according to the Official Secrets Act, an evaluation is made in any separate case and therefore it is difficult to know what happens with the reported information.

The problems the selection group have mentioned can be seen in different angles. From the companies’ angle, we can see the benefit of a private organisation, that is, it can be easier to be entrusted because authorities are often seen as controlling.  Another benefit is that the private organisation is not forced to make their documents public, which a government authority has to do if a secrecy trial decides that.

During our work, we came up with three different forms of finance, commercial revenue, subscriber fees and foundation. If the activity was run private, one alternative could be commercial revenue.  The risk with this could be that the commercial take the real message out of focus and become a disturbing element. The positive aspect is that the user gets the information needed without any costs. Another alternative is that the organisation takes fees for their services by subscriptions like DK-CERT, and according to them, this is functioning well. The positive with this is that the user knows what they get in return since they pay for information they want. What might be negative in this aspect is that not everyone has the ability to join since smaller companies may not have an economy allowing such expenses. When the organisation is financed by a foundation or by commercial revenues it could turn out the foundation or the commercial advertiser have certain demands on the organisation in order to get their revenue. A positive view on finance by foundation can be they might already have competent personnel who can help the organisation in a starting phase and that the foundation already have an established trademark and by this a trust.

We have asked our selves, if there is any organisation form, which can handle the problems we described earlier in background. We do not believe there is any organisation form, which can solve all problems, it is an issue of maturity for both the CERT organisation and the companies. The longer a CERT organisation has been in business the greater knowledge they get within the area. If a CERT organisation is private or governmental, they have the same problems to deal with, it is up to the activity to create trust on the market.

7.2 Activity

Concerning activity are what kind of support and obstacles and what countermeasures that exist to overcome the obstacles. What we are going to discuss are trust, way of reporting, make the information confidential, attitude and the Official Secrets Act, where way to report and make the information confidential can be seen as a way of working. 

Table 3 Challenge - Activity

	Trust
	Way to report
	Make the information confidential
	Attitude
	The Official Secrets Act

	· Show the purpose with the activity

· Show cooperation parties


	· Voluntary

· Demand of law

· Internal


	· Trade organisations make information confidential

· Positive

· Negative
	· Affect by different measures

· Culture
	· Positive

· Negative


The connection that can be seen between these is you have legal conditions for how you work and the attitude shown is the basis for getting trust. The way you work can also be described by the attitude and that is something you build up. For example if a shop assistant is rude, it does not matter what the store keep in their display window. Trust is not something that can be forced; it is something that demands a lot of effort. 

With attitude, we mean both the organisations and the target group’s attitude. The organisation has to affect the attitude with different measures, for instance by market their activity and be open to new proposals. In SITIC’s case, this is a part of increasing the security awareness in the community done by showing they are competent in their area of expertise. If this is successful, they have greater abilities to gain trust from their constituency. It was clear from our investigation that the selection group mostly were negative to a CERT function in Sweden. We believe today, this attitude is current in larger companies and this much because they have created well functioning ways of handling incidents within the company. Another cause to the attitude can depend on the fact that many large companies in Sweden are global. From our discussion with the selection group, it was clear the attitude towards reporting incidents in global companies also depends on the culture. For instance, Tetra Pak has problems in getting incidents reported since it is many languages and cultures that needs to be handled. Employees from other countries feel like they have done something wrong, which is shameful. Our question is if SITIC wants to get reports from other countries and if not so, are the global companies willing to sift the incidents? We believe there are cultural differences even in Sweden, which utter by educations and upbringing, and many companies work after the motto that IT-security does not concern them as long as they are not exposed. 

As mentioned earlier, trust is built on the attitude. In order to gain trust the organisation has to have clear goals and line of action before the activity is running. During a discussion with the selection group, it was clear that global companies thought it was important the CERT organisation had an obvious cooperation with other CERT organisations all over the world. 

You can ask yourself if the principle of free access to public records is the cause to the current attitude. PTS has, as mentioned earlier in chapter 4, created a proposal to change the Official Secrets Act. According to PTS and KBM this change is necessary in order to increase the will to report, we agree with this in some extent. There are both positive and negative aspects in an amendment. It was clear from our investigation that the majority would not report even if an amendment would come into force, but we believe the change can lead to greater trust in the end. We also believe it may not always have to be a benefit to keep lack of security secret, because you do not make the people in the business world aware about the existing problems, and you cannot sift out those companies that do not look after their business. If the incidents are made public, it will be more strain on the companies to make successful products. Of course, we understand the companies’ position to this, that is, there is a risk the value of the shares can decrease or the company’s trademark can be damaged. We think the best solution would be that SITIC together with the business world hammer out a suggestion of how SITIC should work. It should be kept in mind there is a risk with changing the Official Secrets Act. If you can change the law one time, what says the law cannot be changed in five years to something negative for SITIC?  

SITIC is positive to a change in the Official Secrets Act since they believe they will get a greater possibility to cooperate with the companies. We understood when we interviewed our selection group that the companies are neutral to a change in the law, that is, they do not think the change will help SITIC to solve their problems. The journalist association and the paper publishers have made a negative comment to a change in the Official Secrets Act because they believe this is limiting on the principle of free access to public records. We believe the change in the Official Secrets Act is both negative and positive. The positive part is that the companies’ rights, and authorities, are protected, and it will be more fair conditions to the reporting companies and authorities. The negative part is that people do not become aware of which companies that do not succeed with their security. An example we would like to bring up to make this clearer is the opportunity that exists to review different activities, for example car repair shops. In an investigation program a review was done of different car repair shops to find out if they keep the company’s undertaking correctly. In the end of the program, the reporter clarified which of the car repair shops you should not trust. What says you should not be able to do the same thing with IT-related activities?

There are legal conditions to a CERT organisation in Sweden. Usually these conditions control how the organisation should work. We have chosen to divide the work procedures in way to report and make the information confidential. SITIC believe voluntary reporting is the best, as long as the opposite has not been proved. If a demand in law requests to get the incidents reported, SITIC has to have a well-considered motive and prove the added value, both to themselves and to the target group. One of SITIC’s main tasks is to compile and publish statistics as an input to the continuing improvements of preventive measures. In this case, we believe voluntary reporting can be seen from another aspect, that is, how trustworthy statistics can SITIC get, based on voluntary reporting? If it is voluntary, people might not report at all. If SITIC can get the target group to understand the benefit with reporting, we believe a big part of the problem will be solved. Something we want to emphasize is that it is important for a CERT organisation to have guidelines of how companies and authorities should handle their internal incident reporting. If they do not know how they should handle their internal incidents, how should they be able to report their incidents to a CERT? 

PTS do not believe in making the information confidential as an alternative because it would be difficult to sort their statistics in trades. We believe making the information confidential could be one way to get the companies to report their incidents. A solution to this could be to let the trade organisations make the information confidential and forward the information to SITIC, which in this case have a coordinated function. In this way, SITIC is able to sort in trades. A problem with this can be that Sweden is a small country with not so many large companies, which mean people can find out from which company the report is, no matter if it is made confidential or not. On the other side, you have as a company usually already established trust at their trade organisation, this in turn mean it is one problem less to success. 

7.3 Result

To achieve the result a good description of the results is necessary, but the question is, how is success measured? Do you mean internal success, impact on the mission, or does it give rise to development of better products? 

Table 4 Challenge - Result

	How do you measure success?
	Description of result 

	· Attitude

· Number of incidents

· Achieve goals/internal success

· “Make the world safer”
	· Which are their goals

· Clear description of results 




For an organisation of this kind, it is difficult to measure the result, since it does not work as the more incidents that occur, the better is the organisation. To be able to measure the success, SITIC generates quarter reports, where they report customary information, as what they have achieved and what the cost has been. They also measure towards an activity plan that has time-limited goals set. They make a subjective valuation of “does this work as it was planned, is it worth the difficulty.” In other words, SITIC means the number of incidents and/or incidents reports is not a relevant measurement of their activity. On the other hand, we mean it need to be a connection between the numbers of incidents reported and that the activity shall fulfil their goals, so to speak, it will work as it was to suppose to. We see a connection between the attitude and number of members, therefore we consider it relevant to measure the number of joined members connected to the organisation. Thru this, you can see if the attitude has changed towards SITIC. You cannot run a national CERT with only a few members, that is, if SITIC not has decided to intend a certain target group. 

One of SITIC’s goals is to raise the security awareness in the society and increase the protection against IT-incidents. What we have understood, SITIC measure their success by achieved goals, if so is the case, how do you measure this goal? If a measure on success would be “make the world safer”, you cannot let what is wrong continue to be wrong by keeping it secret. We realize the expression “make the world safer” is a daring statement, but we think a CERT organisation needs to strive for this. It is very difficult to measure “make the world safer” since most people have different opinions on what makes the world safer. For example in TeliaCERT’s case their “world” is the concern of Telia Sonera. One way to make the world safer is to contribute to the process of developing better products. By publishing bugs, developers of products get more pressure and perhaps they can make the products better. We ask ourselves what make it right to publish bugs in products and not mentioning companies who are careless with their security. If it results in lesser customers, it involves the same risk for both companies.

In our investigation, it has been clear that those in the selection group who knew about SITIC missed a description of the result with the goals and how you achieve these goals. We consider regardless which target group you are aiming, it is important to have this clear before you start the activity.

8 Conclusion

SITIC is a good start, but the problem is larger than the authority, this because companies see difficulties in reporting to an authority. As we have shown in the chapter above, there are many challenges to have in mind when you start an incident centre. We believe a general solution that will suit all parties in the society is a hard task for SITIC as things stand today. What we have realised from our investigation is that there is no greater need of SITIC among the global companies. One reason for this is that they are going to create some sort of CERT function within their companies in the future. This in its turn, depend on that the companies do not have any trust to SITIC, they do not see the benefit with an activity as SITIC because they only see the reporting, they do not believe they are going to get something in return.  

 Conclusion: SITIC focus on the reporting of incidents, but incident management is not only about reporting incidents, it is a continuous life cycle with the phases detect, report, measure and follow-up.


Figure 2 Life cycle of incident management


In the detect phase you are aware of the resources, that is, the organisation bring out or inform about good guidelines for incident management in order to get internal management started. 
 
In the report phase, the importance of reporting is made aware, and it is the current attitude that decides if the organisation should get some reports. 
 
The measure phase is about what measures is taken when a report is received. It also includes information about what techniques exist in order to prevent incidents, for example firewalls. It is important the organisation run educations, inform about existing educations or if needed encourage other activities to create appropriate educations within the area. If the organisation cannot assist with proper help they should clarify where help is to get. Another task within this phase is to be able to affect the laws in such way that it also includes IT-crimes. In the present day situation is for example a computer not mentioned as a crime tool in the Penal Code.
The follow-up phase is an important phase both for the reporter but also for the organisation. You can affect the other phases in the follow-up phase and with a good system for follow-up, you can appoint things that have been good respective bad. The organisation must show an added value with the reporting, therefore it is important the organisation return information about the followed measurements, so the reporter sees that something is done with the reported information. Something the organisation also can do is to surveillance incidents that often occurs and keep watch over relapsed criminals.

To make an incident centre working, you must as an organisation put equal importance on all phases. If you build your incident centre on these four phases, you can clearer prove the use with the organisation and in this way get the trust that is necessary.

9 Experiences from our work

It has been a very interesting subject to investigate, during our work, we have been received with kindness by the people we have been in contact with, and we are grateful for that. We believe we would not have been able to conduct this thesis if it was not for our advisors guidance and critique. 

We think, like some in our selection group, that it is good an organisation such as SITIC has started because it leads to increased security awareness within the constituency. When we started our investigation, we thought there would be a need for SITIC among larger companies. It was proven during our interviews that so were not the case. Most of those in our selection group could not imagine reporting to SITIC, since many of them believe they get much information about IT-incidents from their suppliers. Another reason can be that SITIC has not succeeded in mediating the purpose with the organisation. Svensk Näringsliv mentioned that if larger companies would start to report there would be a spin-off effect among smaller companies, this could not happen if the larger ones are not willing to report to SITIC. Something we had not thought about before our interviews with the selection group were that some companies outsourced their infrastructure, the question is who is responsible when an incident occurs, the supplier or the receiver of the service. This can also be a reason to why larger companies not report. As can be seen in appendix VI, SITIC wants to gather much information, which we can see as a problem because it is time consuming for the companies. We wonder if SITIC really is going to gather all this statistics. If so is not the case, for what reason do they want to gather this information in the first place.

We also experienced from the selection group that there was a difference in attitude towards SITIC, this can depend on the knowledge level, but also which type of company it concerns. For example, if a security company is exposed to incidents, they lose their reliability since security is their business concept, however if a bicycle manufacturer is exposed to incidents this does not mean they produce bicycles with lower quality. We believe, if SITIC will success, all members must have the same attitude in reporting incidents, but the questions are, who wants to take the first step, who wants to expose their company with the risk of hurting the trademark for the reason to help others? By concentrating on the authorities, we think SITIC is doing the right thing, and when the time comes, they will be able to show a record of accomplishment for the companies. UNIRAS did also concentrate on authorities in a starting phase, and DK-CERT concentrated on universities when they started. In both cases, it developed to a larger group later on and it is functioning well. 

A problem for SITIC is the principle of free access to public records. Mårtensson believes in order to get the business world to report to SITIC, it is necessary to get a change in the Official Secrets Act, but we believe the problem is larger than the law. It might make it easier for SITIC to get reports if the Official Secrets Act is changed but the companies do not believe the change will make a difference.

During the discussion with the selection group it became clear that most of them did not understand the purpose with SITIC. This is a serious problem SITIC must attend to at once. To get the trust needed for an activity you must understand the purpose otherwise the whole concept fails. Since one of the goals for SITIC is to raise security awareness in the society, a way to mediate the purpose with SITIC, could be to have a website where they explain their goals and clear guiding principles, this is not the case today. They also say advices and recommendations will be published on the website, but so far we have not seen any of this. After being available for five months SITIC’s website
 is nothing to be proud of. 

We believe a dialogue between SITIC and the business world is essential in order to make SITIC work. As mentioned earlier, KBM have a mission to create a business world council. This is something we believe is important in order to get the business world involved. A positive thing with SITIC is that they gather bulk statistics. In a company, it can be difficult to prove the profitability with IT-security, but by the bulk statistics SITIC gather, they can for example prove the benefit with firewalls. 
Some reflections we got during our investigation is that if we had interviewed small- and medium-sized companies, we may have got another result. A reason for this could be that these companies may have a greater need of an organisation like SITIC. Another reflection is that we might have got another result if we had interviewed more than five companies, but the time limit did not allow this. We also want to point out that we taped the interviews and wrote them down, in most cases we e-mailed the written interviews to the interviewed person for approval, but still we might have interpret wrong.

During the investigation, we realized a security policy should be built-in in a data system and not something included later in the process. As far as we concerned, system developing and IT-security shall be integrated from the beginning. As system developers, we are looking forward to work with IT-security.

Our suggestions to further research are to investigate how you calculate costs on IT-incidents and which attitude the smaller- and medium-sized companies have to an organisation as SITIC. Another interesting research is to investigate which attitude the larger companies have to SITIC in a couple of years.

Glossary

CERT

Computer Emergency Response Team. For further information, see chapter 3. 

CERT-FI

Computer Emergency Response Team -The Finnish Communications Regulatory Authority, for further information see chapter 6.3 

CIA

The most common approach to define Computer Security is in terms of CIA. CIA stands for three categories:

1. Confidentiality, preventing unauthorised users reading information.

2. Integrity, making sure things are as they should be. It is about preventing unauthorised users modify information.
3. Availability, a system’s services being accessible on demand by an authorised entity, for example preventing Denial of Service attacks by unauthorised entities [w9]. 

CNI

The Critical National Infrastructure (CNI) protection programme is to identify the core services that need to be secured from electronic attack. They want to work with organisations responsible for these systems so that these services are protected in a way that is proportional to the threat. 


Those who are included in CNI are the parts of the United Kingdom's infrastructure for which stability is vital to the national life. This means that loss, major interruption, or deprivation of service would have life threatening, economic or other serious social consequences for the community [w7].
Constituency
Government, municipality, county council and companies

DK-CERT

The Danish Computer Emergency Response Team, for further information see chapter 6.1

FICORA

The Finnish Communications Regulatory Authority, for further information see chapter 6.3.1

FIRST

The Forum of Incident Response and Security Teams, which address the threat of continuous stream of security-related incidents that affects millions of computer systems, a growing number of government and private sector organisations around the globe have established a coalition. This coalition exchange information and coordinate response activities. FIRST brings together a variety of computer security incident response teams from government, commercial, and academic organisations. Their aims are to evolve cooperation and coordination in incident prevention, to operate rapid reaction to incidents, and to promote information sharing among members and the community [w10].

FMV

Försvarets matrielverk, Swedish Defence Materiel Administration, for further information see chapter 4.1.3 and www.fmv.se
FRA

Försvarets radioanstalt, for further information see chapter 4.1.3 and www.fra.se
Freedom of 

the press act

Tryckfrihetsförordningen
IT-incident

Event that exposes or affects IT-system, or was IT-system is used to attacks, crime or other unwished activity. Events that are unwished or unplanned or events that direct or indirect can mean serious negative consequences for owner, user or others. 
IT-security 
Same meaning as IT-incident, but above all for IT-incidents that are

incident
attacks.
KBM

Krisberedskapsmyndigheten, Swedish Emergency Management Agency, for further information see www.krisberedskapsmyndigheten.se
NHTCU

The United Kingdom’s National High Tech Crime Unit, for further information see www.nhtcu.org/nhtcu.htm
NISCC

The National Infrastructure Security Coordination Centre, for further information see chapter 6.2.2 and www.niscc.gov.uk
NSD

Näringslivets Säkerhetsdelegation, for further information see


www.svensktnaringsliv.se/nsd
Official
Offentlighetsprincipen

Secrets Act

PTS

Post- och telestyrelsen, The Swedish National Post and Telecom Agency, for further information see www.pts.se
SITIC
The Swedish IT-incident Centre, for further information see chapter 4 

UNI-C
Danish IT Centre for Education and Research, a national organisation 
under the Danish Ministry of Education. For further information see 
www.uni-c.dk
UNIRAS

The Unified Incident Reporting and Alert Scheme, for further information see chapter 6.2.1. 
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Appendix І – Description of attacks
Many attacks are a combination of vulnerabilities like stack overflow and password guessing. The vulnerabilities vary from year to year since a bug in software can be fixed while others occur in new software. Today it is not only skilled hackers, who use these bugs, but also young people who are curious and not knowing people who do not understand what they do. Theses people most often download free exploit software and use this to sniff networks and so on. The problem is that hacking gets more and more deskilled while the defence gets more and more complex.

Service Denial Attack

This is attacks where Internet protocol and mechanisms is exploited.  

SYN Flooding

SYN Flooding means that a large amount of SYN packages is sent but no ACK, acknowledges, and is sent to the replies. This means the recipient receives more SYN packages than the software can handle. 

Smurfing

Smurfing is another way of bringing down a host. The ICMP protocol (Internet Control Message Protocol) is used, which mean a user can send echo packages to make sure that a host is alive. The attack involves the creation of a package with its source address forged to the targets address. The package is sent to a number of smurf amplifiers. The machine that receives the packages sends a reply to the victim, which can lead to the victim being flooded with packages, which it cannot handle. 

Distributed Denial of Service attack

An attacker subverts a large number of machines over a period and installs special attack software in them. On a given signal, the machines begin to bombard the target site with messages that lead to the server crashing. 

Spam and Address Forgery

SMTP and HTTP, that is e-mail and the web, presuppose that lower levels are secure. The most ordinary that happens is a look-up of the host name of an IP address by using DNS. Mail forgery and spammers are the most common, but redirection of a website to another website, no matter what you do as a site owner to prevent it, is another way.  

Spoofing Attacks

Let us say we have three actors, two of them, A and B, are going to communicate with each other and the third, C, want to impersonate as A in order to communicate with B. C can bring down A with a Denial of Service attack and then create a new contact with B. Then C has to guess the sequence number, which can be difficult. If the sequence number is possible to guess C can send messages to B, which B believes come from A. This is one of the most complicated attacks.

Routing Attacks

There are many different ways to perform routing attacks, but the most ordinary are when C tell A and B that there is a suitable route between their sites passing thru C’s. 

Trojans, Viruses and Worms

These are attacks where malicious code is used. 

Trojan horses

A Trojan horse is a program that performs something malicious, like capturing passwords when it is run by an unknowing person, that is, the malicious code is embedded within the software. Even if the software is known to be free from vulnerabilities, trapdoors can be built in the software. 

Worm and Viruses

A worm is something that replicates itself, and a virus is a worm, which replicates by connecting itself to other programs. Virus and worm usually consists of two components, payload and replication mechanism. A worm makes a copy of itself somewhere in the system when it is run, or forward itself to everyone in the targets address book. The payload is activated by a trigger, for instance a date, and can perform many nasty activities like; clear out the disk, replicate in maximum speed, make the modem to call premium-rate numbers, steal data or create backdoors so you can enter the system at later [b1].

Appendix ІІ – Selection group
The information about the companies is from their website and the interviews we made.

Vodafone Sweden

Vodafone was established 1 April 1991, and they opened their net 1992. Vodafone is one of the world's largest mobile networks. The Vodafone combine in Sweden, owns by Vodafone Group Plc. Vodafone is represented at five continents, in 28 countries around the world. 

The person we met at Vodafone is responsible for information security; he has two information security technicians to his help. On his department they are seven who is working with security which two of them is working with investigation of crime for SÄPO and the Police.

AstraZeneca 

AstraZeneca was established in April 1999 through a fusion between Astra AB and the British pharmaceutical manufacturer Zeneca Group Plc. AstraZenecas head office is suited in London, but the research and development is stationed in Sweden. AstraZeneca is selling in 100 countries and they have production in 20 countries. They employ 58 000 people across the world, which 12 000 is in Sweden.

AstraZeneca are focused at important areas of medical need such cancer, cardiovascular, central nervous system, gastrointestinal, infection, pain control, and respiratory and inflammation. 

The person we met at AstraZeneca has been working with information security in the company since year 2000. He works with Information security in Sweden, region north for AstraZeneca. His background is a competence within IS.

TetraPak Lund

Tetra Pak was established in the early 1950s by the founder, Dr. Ruben Rausing, one of the first packaging companies for liquid milk. Since then, it has become one of the world's largest suppliers of packaging systems for milk, fruit juices and drinks, and many other products. Today, it is the only international company in the world able to provide integrated processing, packaging, and distribution line and plant solutions for liquid foods manufacturing. 


    The company employ 20 150 people and they have 77 marketing companies over the world.

The person we met at Tetra Pak has been working in the company since the beginning of the 1990s. He started in the company as a consult of methodology and later on as project leader, and started for four years ago with security issues at the company. His area of responsibility within the combine is security manager in Lund. His background is fil mag in astronomy, physics and mathematic. He has also studied data processing for one year. 

Sony Ericsson Mobile Communications

Sony Ericsson Mobile Communications was established in 2001 by telecommunications leader Ericsson and consumer electronics powerhouse Sony Corporation. The company is equally owned by Ericsson and Sony. 

Ericsson Mobile Communications offers mobile multimedia consumer product. Sony Ericsson is responsible for product research, design and development, as well as marketing and sales, distribution and customer service. 

The company's global corporate management is based in London. The company employ approximately 3 500 in Germany, Japan, Sweden and the US. 

The person we met at Sony Ericsson Mobile Communications has been working within the security police for 20 years.

TeliaSonera

Telia Sonera operates in several countries and the home market is the Nordic countries and the Baltic region. The number of employees is 28 000 people TeliaSonera offer a wide range of telecom services; they are leading within telephone, mobile phone and Internet services. In Sweden TeliaSonera operates under the brand Telia. 

The person we met at TeliaSonera in Sweden is working with TeliaCERT.

Svenskt Näringsliv

The companies’ representative in Sweden is the association Svenskt Näringsliv. Their assignment is to increase the understanding for the companies’ reality and act for that all companies in Sweden shall be able to have the best conditions to work and to grow. They work with the influencing of public opinion and spreading and they develop new ideas.

Svenskt Näringsliv represent approximately 57 000 small, medium and large companies. These are organised in 48 lines of business and employers' association, and they provide the members of Svensk Näringsliv.

The person we met is responsible for the area of expertise of risk management and security and for the network Näringslivets säkerhetsdelegation (NSD). 

Appendix ІІІ - Questions to companies

It is important to have in mind that these questions where used to support our discussion with the companies. Below follows a short summary of the answers. Some questions was brought up during the discussion, but they are not mentioned in this summary.

1. Har företaget några rutiner för intern rapportering och/eller analys av IT-incidenter? Hur är i så fall dessa upplagda? 

Alla hade rutiner för intern rapportering, mer eller mindre utvecklade. Två av företagen har tillsammans med sju andra företag utvecklat ett incidentrapporteringsverktyg, KEY. 

 

2. Skulle ni kunna tänka er att rapportera era IT-incidenter till SITIC?

Alla var överens om att de inte kunde se nyttan med att rapportera till SITIC. En av dem skulle kunna tänka sig att rapportera till SITIC för att kunna hjälpa andra. Ett annat problem som uppdagades var att företagen är globala och därför är inte incidenterna begränsade till Sverige. 


3. Rapporteringen av IT-incidenter till SITIC är frivillig, vad skulle ni vilja få tillbaka om ni rapporterar till SITIC?

Majoriteten ansåg att det måste vara en vinst för företagen att rapportera till SITIC, men dom visste samtidigt inte vilken denna vinst skulle kunna vara. 


4. Äger ni era egna servrar och nätverk?

Majoriteten äger sina egna servrar och nätverk, men det fanns även de som outsoursade sin infrastruktur.
 

5. Hur ska man få företag att känna ett rapporteringsansvar? Vad har ni gjort för att höja säkerhetsmedvetandet?

De flesta hade tydliga riktlinjer för vad som var tillåtet och inte tillåtet ur ett säkerhetsperspektiv. En del av dem ansåg att det var viktigt att få företaget att inse att säkerhet innebär lönsamhet och att få personalen att rapportera incidenter.
6.  Anser ni att det finns behov av en statlig enhet som SITIC, eller skulle det kunna lösas på något annat sätt?

Majoriteten trodde att SITIC skulle lyckas för offentlig verksamhet, men inte för det privata näringslivet. En del ansåg att SITIC borde fokusera på totalförsvaret.   

7. Vilka uppgifter anser ni att SITIC ska utföra? Vilka är mest prioriterade?

Det var skilda åsikter om vad SITIC bör fokusera på. En ansåg att de skulle informera i skolor och vara en kanal in i den lagstiftande processen  medan en annan tyckte att SITIC skulle börja som en informationscentral. Ytterligare en ansåg att SITIC skulle lägga upp riktlinjer för hur man ska hantera incidenter, det är viktigare med hanteringen av incidenter än rapportering. 
8. Har ni någon gång drabbats av IT-incidenter som medfört allvarliga konsekvenser för företaget? Om så är fallet - vilken art och omfattning hade dessa incidenter?

De allvarliga incidenter som nämndes var de som är kända, Love Letter och Melissa, i övrigt var de väldigt konfidentiella. 
9.  Fördelar och nackdelar med SITIC?

Fördelar: Tydliggör problem och bra med en gemensam organisation för myndigheterna.

Nackdelar: Att det är en myndighet. De var överens om att det kräver mycket tid och pengar att rapportera incidenter.
10.  Presentation av dig själv

De personer vi träffade var säkerhetsansvariga på respektive företag. Se vidare appendix II.
Appendix IV - Questions to other CERTs 
Please answer in full detail if possible. Write the answer in connection with the question you answer. If you have any questions, send these to the address: magisterarbete@spray.se. Feel free to skip or add any question or information that you do believe is not relevant vs. relevant. 

Organisation

1. How is your organisation edified? Is it a government-owned authority?

2. Do you have any co-operation with Universities? If yes, how do you co-operate?

3. Do you have any co-operation with the Police? (ex. CERT report the crimes to the Police)

4. How is this financed? (ex. State funds)

5. How many user organisations do you have?

Reliance

1. Sweden has from January 1st 2003, started an IT-incident center, SITIC. What is important to reflect when you start an activity like this?

2. Have you ever had any problems with getting companies and government’s reliance? If not, what have you done in order to get their reliance, have you used any kind of bait?

3. Do you have a problem with unrecorded cases in England? 

4. We have heard that you succeeded with your IT-incident management concept, both with authorities and companies. What is the reason for your success? 

Incidents
1. Do you handle all reports or do you have any kind of sifting? (ex. Sifting of virus recovered by a firewall)

Stored information
1. What information do you store about the authorities and companies that make the reports?

2. Do you have any kind of method to ensure the anonymity of the reporter? If yes, how does this work? What steps do you take?

3. In Swedish law there is not yet any mean to protect the businesses because of the principle of public access to official records. Have you had any similar problem in England? If yes, how did you solve this?

Thank you for your participation!

Appendix V – SITIC’s website

The website were copied 2003-05-26.


Appendix VI – Incident report

This report is only working material for SITIC, and not the final version. The incident report is taken from reference [pm1].

Basinformation

Kursiv text avser optionella fält.

	Incident
	

	Incident
	<fritext>


	Auktoritet
	(definierar originerande rapportör)

	Organisation
	

	Kontakt
	


	Attack
	(beskriver grunddata för själva incidenten)

	Beskrivning
	

	Upptäcktstid
	

	Starttid
	

	Sluttid
	

	Mål / Offer
	Nod
	

	
	Användare
	

	
	Process
	

	
	Tjänst
	

	
	Program
	

	
	OS
	

	
	Fillista
	

	Källa
	Nod
	

	
	Användare
	

	
	Process
	

	
	Tjänst
	

	
	Program
	

	
	OS
	


	Metod
	(beskriver angriparens tillvägagångssätt)

	Klassificering


	    FORMCHECKBOX 
 Avsökning
 FORMCHECKBOX 
 Intrång

    FORMCHECKBOX 
 Tillgänglighetsattack
 FORMCHECKBOX 
 Vet ej


Tilläggsinformation.

All denna information är optionell.

	Metod
	(beskriver angriparens tillvägagångssätt - fortsättning)

	Beskrivning
	


	Angripare
	(beskriver angriparen mer i detalj)

	Kontakt
	

	IRTkontakt
	

	Plats
	


	Uppteckning
	(aktivitetslogg från incidenten, exempelvis från monitorering)

	HändelseData
	


	Ytterligare Data
	(ytterligare information som inte ryms inom informationmodellen)

	


	Historik
	(beskriver signifikanta händelser under incidenten)

	HistorikPost
	


	Bedömning
	(originerande rapportörs uppfattning om incidenten)

	Allvarlighetsgrad
	    FORMCHECKBOX 
 låg            FORMCHECKBOX 
 medel           FORMCHECKBOX 
 hög

	Verkan
	

	Åtgärd
	

	Tilltro
	    FORMCHECKBOX 
 låg            FORMCHECKBOX 
 medel           FORMCHECKBOX 
 hög

	Kostnad
	

	Egen gradering
	





Measure


Technique


Education


Clarify help


Legislation














Report


Awareness


Attitude








Detect


Awareness


Resources





Follow-up


Measures


Surveillance


Relapsed criminal








Q1: Do the companies believe in this IT-incident group? If not, why, and what will SITIC change to make it better?








Q2: How can you change the attitude among companies to raise the number of IT-incident reports?








Cooperate





Analysis, statistic,


advice, education





IT-incident 


reports





Information about new problems e.g. virus and security holes





The Swedish agency for public management 





The Police CERT





FMV





FRA





KBM





Other IT-incident managements in Sweden and abroad


e.g. TeliaCERT, SUNet CERT, FIRST, TF-CSIRT 





Suppliers


Freestanding sources within IT-security 





SITIC


Around world analysis


Analyse and statistic


Reports and advice
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� TeliaCERT, Krisberedskapsmyndigheten, Svenskt Näringsliv och Post- och Telestyrelsen.


� Questions asked during the interviews and general answers, see appendix III.


� Arbetsgruppen om skydd mot informationskrigföring (Ag IW)


� Åtgärder och skydd mot informationskrigsföring (1997-08-15) och Rapport 2: Åtgärder och skydd mot informationskrigföring – förslag till ansvarsfördelning m m (1998-08-19)


� Stiftelsen för kunskap och kompetens utveckling


� Kungliga Tekniska Högskolan 


� Svensk informationscentral för säkerhet i tele- och datanät


� Offentlighetsprincipen


� CERT is registered in the U.S. Patent and Trademark Office.


� The Swedish National Post and Telecom Agency


� The Swedish Agency for Public Management


� Swedish Armed Forces


� Swedish Emergency Management Agency	


� Swedish Defence Materiel Administration


� For further information see Glossary.


� See appendix VI


� Tryckfrihetsförordningen


� For further information, see freedom of the press act 2 chapter 2 § first paragraph.


� Code that repair program code that has errors, especially to remove bugs in programs.


� For further information see appendix II


� See appendix V
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