Eduroam for Windows 7

The manual is written for an English installation of Windows?7.

1. Go to “Start” -> “Control Panel” -> “View network status and tasks”

- @ » Control Panel » - Search Control Pane!l pel

Adjust your computer's settings View by: Category ¥

User Accounts
'@' Change account type

il System and Security
Review your computer's status
Back up your computer

Find and fix problems

Appearance and Personalization

% Change the theme
: Change desktop background

- . Adjust screen resolution
Prana sharing opticns

Clock, Language, and Region
1= Change keyboards or other input methods
Change display language

, [/ Hardware and Sound
View devices and printers
Add a device

Connect to a projector .-’/ B Ease of Access
Adjust commeonly used mobility settings I@ Let Windows suggest settings

. Programs Optimize visual display
I Uninstall a program
Get programs

2. Choose “Manage wireless networks”

D = » Control Panel » Network and Internet » Network and Sharing Center ~ Search Control Panel 2

Control Panel Home

View your basic network information and set up connections

Manage wireless networks &: L& 0 See full map
Change adapter settings

8560P-CERT ad.bth.se Internet
Change advanced sharing (This computer)
settings
View your active networks Ceonnect or disconnect
ad.bth.se Access type: Internet
Domain network Connections: @ Local Area Connection
Change your networking settings
ﬁ- Set up a new connection or netwerk
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; er set up a router or access point.
fs. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwark connection,
d Choose hemegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
See also @ Troubleshoot problems
FiomeGatn Diagnose and repair network problems, er get troubleshooting information.

Internet Opticns

Windows Firewall




3. Select “Add” and then “Manually connect to a wireless network”

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed pﬂm

Adapt rti Profil Network and Sh ‘
e rofile types orean arﬂ @ 21! Manually connect to a wireless network

How do you want to add a network?

Manually create a network profile

sbacanew network profile crbe
for the network on your computer. You ne
security key (if applicable).

o~ Createan ad hoc network
& This creates a temporary network for sharing files or an Internet connection

J 0 items

L

#TES an existing network and saves a profile
ed to know the network name (5510) and

4. “Network name” should be eduroam. "Security type” is set to WPA2-Enterprise and
"Encryption type” is AES. Also select “Connect even if network is not broadcasting”.

Click "Next”

@ 2! Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: edurcam "':::=
Security type: [WPM-Enterprise - ] "':::=
Encryption type: AEs v| —m—

Security Key: Hide characters

Start this connection automatically

[¥] Connect even if the network is not broadcasting -
Warning: If you select this option, your computer's privacy might be at risk.

Mext ID Cancel




5. Next page will tell you that you have succeeded, but there are a few more things that need
to be configured. Click “Change connection settings”.

u 2! Manually connect to a wireless network

Successfully added eduroam

= Change connection settings
Open the connection properties so that [ can change the settings,

Close

6. When this new window appears you need to press the “Advanced Settings” button.

eduroam Wireless Network Properties ﬁ

Security

Security type: | WPA2 Enterprise -|

Encryption type: [AES - ]

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) - | [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK J [ Cancel ]




7. Here you have to change the Authentication mode.
To do that you simply choose the ”User Authentication” option from the scroll-down list.
When you’ve accomplished that you simply press the “OK” button, located at the end of the

window.
Now just follow the directions below.
. -
Advanced settings g
. —

B802. 1¥ setings | 802,11 settings |

Speciﬁ"au nlication mode:

Save credentials

| [ Enable single sign on for this network

(@ Perform immediately before user logon
Perform immediately after user logon
Mazxirmumn delay (seconds): 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMs for machine
and user authentication

| ok || cancel




8. The first tab shows what you have already filled in. Under the tab ”Security” choose
”Settings”.

i ™
edurcam Wireless Network Properties ﬁ
- -

Connection | Security

Security type: [wp A2 Enterprise -]

Encryption type: [AES 7 ]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAF) [ setings |
[¥] Remember my credentials for this connection €

time I'm logged on

Advanced settings

[ OK J [ Cancel

9. Inthe window ”“Protected EAP Properties” select ” Validate Server Certificate”.
10. Choose “AddTrust External CA Root” under "Trusted Root Certification Authorities”
11. Then proceed with "Configure” next to “Secured password”

r I
Protected EAP Properties M

When copoecting.
Validate server certificate

|:| Connect to these servers:

AddTrust External CA Root

ertificate Autharj ‘

| »

[ class 3 Public Primary Certification Authority
[ GTE CyberTrust Global Root

7] Microsoft Root Authority

[] Microsoft Root Certificate Authority

[] TEREMA SSL CA -
4| I | »

(L

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:
e ——..
[Secured password (EAP-MSCHAP v2) - ‘.
) )

Enable Fast Reconnect

[] Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLY
[ Enable Identity Privacy

[ OK. J [ Cancel




12. Under "EAP MSCHAPvV2 Properties” the choice ”Automatically use my Windows logon name
and password (and domain if any)” should be unselected.

F ™
EAP MSCHAPV2 Properties o

When connecting:

Y omatically use my Windows logon name and
geword (and domain i any).

[ ok || conce |

13. Select “OK” three times to get out of configuration

L4 Additional information is needed to connect eduroam. * *
= Click to provide additional information.

14. At the bottom right, left of the wireless network icon, a yellow text box will show up with the
heading ”Wireless Network Connection”. Click on it, and a login window will appear.

Windows Security

Network Authentication

Please enter user credentials

T

Ok ” Cancel ]

15. “User name” is your user id followed by @ad.bth.se or @students.ad.bth.se. ”Password” is
your AD domain password. Then click OK.
16. You should now be connected to eduroam.



