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Abstract

Online banking and e-commerce applications haved gpmtection against
attacks directed direct towards their computeresyst This, the attacker has
considered and instead use “social engineeringtlst such as phishing to gain
access to the information inside [1] [15] [20]. gthing is a growing problem that
many different companies are trying to develop akimg protection against.
The number of new phishing-sites per month incease 1363 % between
January 2005 and October 2006, from 2560 to 37atthtks [3] [2]. Today
there are several different antiphishing applicetias well as implemented
methods to prevent attacks, but are they givingighgrotection? In this paper
we plan to investigate the concept of phishing étids understand the threat it
provides. We will analyse 252 different phishintpeks and examine a number
of existing antiphishing applications to see ifrthare possibilities to improve
the different protection methods to improve theuaacy of such tools.

Keywords: Phishing, Information Security, Identity Theft, $l&Engineering
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1 Introduction

There are different theories of were the “ph” irishing (pronounced same as fishing) comes from, G.
Ollmann believes that it originally comes from #waly hacker naming terminology such as “Phreaks w
often were involved in “phreaking” i.e. hackingaphone systems [15]. D. Watson and his colleagnes o
the other hand states that the “ph” stand fas4word hrvesting fishing” [20].

Phishing is today a common method for hackers dheranalicious people to collect different kinds of
sensitive information. Phishing is a kind of “sd@agineering” attack, were the attacker extraosire
information by tricking the user, instead of extiiag it directly from the computer system [1] [1E]0].
The collected information is often personal infotima or authentication credentials used to login to
different sites, however it can also be sensitivarfcial data [15] [20]. The collected authentioati
credentials can thereafter be used by hackersher atalicious people to impersonate the victimucspe

a crime in near anonymity. The collected informatioalled “phish”, can either be used directly hg t
people who collected it or be traded as a form letteonic currency, for example against a piece of
hacking software or warez, (pirated copyrightedteohsuch as applications or games) [15].

Phishing started as e-mails written to convincetétiget to reply with the information asked for.iS'Fs
still the most common type to initiate phishingaalts, but today phishers use several different viays
collect the information they require. Copied websjtTrojans, key-loggers and screen captures ateju
number of different methods they use today [8] [BB} initiating phishing attacks by e-mail the akar
can reach a vast number of specified victims ubimiged resources. 2004 APWG (Anti Phishing Working
Group) concluded that as much as 5 % of the phiskimails sent out were to succeed, therefore tire m
e-mail sent out the more successful attacks [1B&tS why most phishing attacks initiates with amail
sent out in the same quantity as regular Spam phighers often turns to specific individuals and bay
lists with authentic e-mail addresses fitting th&dentials by the same sources as Spammers H2015
E-mails are today easy to configure to look likeyttcome from a certain company and by spoofing
attacked links (implement the link to view the emtrURL but sending the victim to a fraudulent)ytican
even send the victims to false websites withouit trewledge [15] [20]. Therefore the users neversd
reply to such e-mails or follow a URL (Uniform Resoe Locator) in the e-mail, but should insteadetyp
the address themselves or follow a bookmark. Mdmghing attacks rely on spoofed e-mails to fool the
victim to a fraudulent website were the attackdtects the information the victim inserts [7] [1B0].
Fraudulent sites and suspicious e-mails can beuliffto recognize but there are a number of thitgd
can be revealing e.g. the design of the email BadURL on the website. Later on | will further exijol and
discuss both suspicious e-mails and websites arsl ofi@ll what the public should be aware of. Hrénis

a suspicion of a phishing attack the user shoutdawb the company that appeared to send the e-iniil.
however important to do so through the companytsa@-mail or by phone and not by responding & th
suspicious e-mail that was sent out. Or reportstteam to one of the different antiphishing orgaiset
e.g. Millermiles.co.uk.

Several companies has realised the threat thdtipgiseally brings out and has designed differeethods
as well as systems to counteract the attacks. Ndntmese “antiphishing” products provide a total
protection, and probably none ever will. To quoteid@ Schneier “There’s no such ting as absolute
security.” [17]. The best defence against any phishing attgéér the users’ to be alert and to know what
to look after [15]. The biggest problem is that tieers are too careless to observe even the mastusb
signs of a phishing attack [7]. Some users respgntti the threats of phishing attacks installspdmghing
programs and then feel more or less completelyree®ut there is no 100 % protection against phighi
attacks, although one of the main assignments ah#iphishing system is to make the users feel Jéfe
result of users feeling too safe is that they tendct careless and might then more easily falpfussible
attacks that have escaped the antiphishing appliciit7].

One thing the users should be aware of is thatomepany, in their right senses, would ever sendaout
email asking for the user to send or re-enter sgasnformation such as authentication credentiaisdit
card numbers or personal information. They wouttleacontact the users by other means due to sgcuri
issues.



Related work

There are already a few studies regarding phistiditamija, Tygar and Hearst made in April 2006 an
extensive study of how 22 participants observetkdifit signs of phishing-sites and which visuahsig
that was noticed [7]. The participants were askestidy 20 different websites to see if they cadd if it
were fraudulent or authentic. The result of thiglgtshowed that age, sex and computer habits diakie
much difference. They even noticed that pop-up washof invalid signature of the sites and visughs

of SSL (Secure Sockets Layer), padlocks etc. werg inefficient and were overlooked by 23 % of the
participants. The participants failed to guessd site were fraudulent or authentic on averag&4i the
viewed sites.

In February 2007 Schneier published a draft of gepaegarding the psychology behind security ard th
human aspects of being and feeling secure [17]ladieg that all security issues are about “trad&-of
meaning that all security is connected to a cosmél security products come with an increased dost o
being forced to carry a set of keys at all time, ¢ost of security against phishing can includentsed of
install an antiphishing program and to be moret aldile surfing the web. He also discussed howcibst

of being secure can alter based on the amountreftthhat the users perceive. Previous victims of a
phishing attack are more likely to pay a certairoant of money to be able to feel more secure apains
similar threats than persons who never encountepdshing attack before.

“The Phishing Guide” by Ollmann from 2004 gives etadled understanding of the different techniques
often included in phishing attacks [15]. The pherom that started as simple e-mails persuading the
receiver to reply with the information the attackeqguired has evolved into more advanced ways to
deceive the victim. Links in e-mail and false adigements sends the victim to more and more addance
fraudulent websites designed to persuade the vittirtype in the information the attacker wants, for
example to login to the fraudulent site mimickirige tcompany’s original. Furthermore, even advanced
techniques such as Trojans, key-loggers and sogegins are becoming more frequently used [15].
Ollmann also presents different ways to check ibsites are fraudulent or not. Except inspectingtidre
the visited site really is secure through SSL (82&ockets Layer) [7], the user also should chkakthe
certificate added to the website really is from toenpany it says and that it is signed by a trutted-
party. Adding more attention to the URL can alsiewfreveal fraudulent sites. There are a numbergs

for the attackers to manipulate the URL to look ltke original, and if the users are aware ofttigy can
more easily check the authentication of the vissiéel

Watson, Holz and Mueller describe in thehite paper'Know your enemy: Phishing” different real world
phishing attacks collected in German and Unitedgdom honeynets [20]. Honeynets are open computer
networks designed to collect information aboutedi#ht attacks out in the real world, for furtherefusic
analysis. They noticed that phishing attacks usinlperable web servers to be hosts for pre-designed
phishing-sites are the far most common comparecitty self compiled servers. A compromised server i
often host for several different phishing-sitese3d sites are often only active a few hours or dédtgs
downloaded to the server. Watson and his colleagrees able to describe a couple of real phishitarhks

in detail. They noticed that phishing attacks oftearked under a network of compromised servers kwhic
made it possible for the attacker to redirect izeffiom one server that been discovered and cldsadh to
another. In those cases the phishers use one Iceatvar to redirect traffic to several differemrgers
holding the actual phishing-sites. Even if the cargerver is discovered and closed down the phisisé
implement another compromised server to be the geswral for redirecting the traffic to the servetl
online. This is a clear sign that most phishemsasjust people playing around but are instead rosgal
groups working together. For the phishers to temgie stolen money abroad to their own pocketg the
often need to use people in the same country asctra is performed, if they send the money diremtity

of the country the banks will register it and tiek of detection increase.

In the next chapter we will look into the detailsdifferent kinds of phishing techniques to leamwhto
detect them.



2 Background

In 1996 the term “Phishing” started to popup infatiént hacker newsletters. It appeared that AOL
(America Online) had changed their ways to create accounts that hindered hackers to create newsbog
accounts using false credit card numbers [15]. €b lpld of other user’s authentication credentials,
phishing e-mails were used. These e-mails weregdedito fool the victim by claiming there been a
security breach in the system and the users padsweeded to be re-entered to the system by reisgpond
the e-mail [20]. Several of the earlier phishingpaeks were not that hard to discover because tde ba
spelling and pore language, they often asked tttawto reply the wanted information directly thgiuthe
e-mail which made victims suspicious. To make ticim answer before they had the time to reflectrov
the language and spelling in the e-mail the phsléen made the e-mail sound urgent and threaitn w
deletion of the victims account on the site if answered directly [9]. Today phishers, besidesdaiore
careful with their language and spelling, use madganced ways to trick the victims. Often they use
fraudulent websites that are designed to looktlileecompanies original by copying the design andest
[15] [20]. These sites can easily be hosted by comfsed home PC’s or web servers and can use simila
or disguised URL to look even more authentic [Z8]][

As more users’ gets familiar with phishing attatcke attacks themselves develop to look even more
authentic. By making the e-mails look more like thees the company sends out by both design and
language and by masking the link pointing to tleeiftulent website in HTML-code with the originalesit
URL, the attackers makes it harder for the vicindétect fraud [15]. Today it is easy to copy tbatent
and design of a company’s website, but it is hatderopy the URL. By disguising the URL or making i
look more like the original by different methodscdan be hard for an untrained eye to notice angthin
different. By using different obfuscation techniguthe phishers make the URL look more alike the
company’'s original [15]. An easy example is to ubé&p://www.my.bank.com” or “http://www.my-
bank.uk” instead of the original “https://www.mylkaorg”, another trick is to use capital “I” or thember

"1” instead of lower-case “I", “r" and “n” insteadf “m” and so on [7][20]. The site can even use
JavaScript and CSS (Cascading Style Sheets) totihédesal URL with a picture presenting the origina
URL [9]. Most companies have their eyes on URL’attare similar to theirs to quickly shut them down
when used by phishers. Phishing site’s URL can &lscome an item at antiphishing organisations
database over known phishing-sites (“black-listfdter be used by different antiphishing systemd an
applications hindering users to be sent to thedinkant site [9]. Websites requiring authentication
credentials need some kind of encryption for theTPHraffic, to avoid passwords and other sensitive
information being sniffed. SSL (Secure Sockets bpy®e a well established encryption to HTTP-traffic
(HTTPS); this technique is used on most securs.slte show the traffic is secured by SSL (HTTP®) th
browsers inform the users by using icons (padlodia}kground colour to the URL and so on. The padlo
icon has been used on secure sites for a longairddhe sight of a closed padlock often gives gersia
more secure feel of the website [17]. To make them feel secure on their fraudulent site phishetsn
insert padlock-icons on the webpage or hides thegcure URL (HTTP) with the original secured URL
(HTTPS) [7] [9]. If the phisher have implementedabsite using SSL connection they are not ableego g
a valid certificate to verify the sites authentioat Websites using SSL connections are supposkave a
valid certificate belonging to the actual sited by a third party to validate the authenticatibthe site.

If the websites certificate is invalid the browpepup a warning informing the user that the welsBSL-
certificate is invalid and that the site may notaog¢hentic. A large part of the certificates todag invalid,
some might be too old or self signed. The resuthés users getting too used to the warnings arehoft
clicks OK before realising what the warning is fohe security the certificates are supposed toigecthe
users, are therefore very inefficient and the H@lirhan Computer Interaction) needs to be overlooked.

If the users don’t pay any attention to the URLLSi&icators and the authentication of the cerifes
they can easily be sent to a false site withouicimgf it [15]. The reason most victims falls forighing
attacks is because they don’t pay enough attetdidime obvious signs or don’t see the differendevéen
authentic or fraudulent SSL [7]. But even userdiviigh computer knowledge have trouble to recogaise
good phishing attack, even if they know exactly tvmalook for, it can be difficult to be certain iif is
fraudulent or authentic [7].



Phishing 2.0, oncoming versions

“Pharming” uses DNS-poisoning to send the victimghe fraudulent website even if they type in the
correct URL, the DNS translate the correct URLHe fraudulent IP-address [11]. Instead of usingaflam
and spoofed links to lure victims to the fraudulembsite pharmers either reconfigure the victimb we
browsers DNS-configuration or hijacks the DNS serid] [19] [20]. “Local-pharming” is when the
attacker reconfigures the victims DNS-configuratiortheir web browser; this is often done througme
kind of spyware or even Trojans, virus- or wormaeliments [12]. “Full scale pharming” is when the
attacker hijacks the company’s or ISP’s (Interret/ie Provider) DNS server; this makes all thesisa
their network victims whenever they try to entee sgpecific website. To hijack and reconfigure a BNS
server is very complex and takes a lot of knowlealge effort. That's probably why pharming stillgaite
uncommon. Still, pharming is both harder to disecamd to protect you against compared to phishiihg.
only good way to discover these attacks is foruger to notice that they are sent to a frauduldrit br by
checking the certificate of the site and make #ubelongs to the right company and that it is sijioy a
non related third party [9] [11] [19]. To hinder BNooisoning we need to make the traffic between the
DNS servers secure. There are already a protodledcBNSSEC that encrypts the traffic between the
DNS servers, but this protocol is so complex thist fard to implement it in the real world [11].

“Vishing” is a new kind of attack similar to phislg in the way it tricks the victim to give away s#ive
information. Vishing is a social engineering attde&sed on the bank-services through the telephone
system. Vishers usevear dialler configured to dial all numbers in a given areae Plerson answering is
informed that his/her credit card is fraudulentdiaad are encouraged to dial a given number. Ivitten

dials the number, they are instructed to enter ttreidit card number, three digit CVV security cadel
other identification credentials. After a completdl the visher has all the information needed ge the
victim’s credit card [10].

In the oncoming chapter we will do a number of exetions to understand which techniques today’s
phishing attacks use and how well the most usdgtashing applications can discover them.



3 Research

By investigating a number of phishing attacks wé give a statistic view of which phishing technas
that are most commonly used. By examine a numbekigting antiphishing applications and systems we
can get a better understanding of how these sysieendesigned. And by comparing these results thih
results regarding phishing techniques we might fiag's to improve them.

First research question

Research question: How have the phishing technigues and the usénefdifferent techniques evolved
since the beginning of phishing?

Method: We collected information from 252 different phisty attacks and build a statistic view of them
based on different credentials such as; convinigogniques, targeted information, visible signs sman.

By collecting statistic information from 6 randoméglected attacks in every month from January year
2004 to June year 2007 we can give a correct viewhat kind of different techniques phishers use to
convince and trick the victims. We can even see timndifferent techniques developed and which lage t
most commonly used today.

The collected information comes frawillermiles.co.ukwho collects information of every attack reported
to them. Each attack we compared with differentlentials based on targeted information, visiblesimg
e-mail, semantic/syntactic convincing techniqués, tise of known vulnerability’s, the websites desig
URL format and security implementations. The narhthe targeted company and the country hosting the
fraudulent website were also included. Each pidcaformation was inserted in a Microsoft Excekfil
were each column represented one attack and tessitigns were represented in individual rows. For
each attack, every visible sign and used techniegre marked in the table with a “1”. After investigd

all attacks we were able to create graphs and lesdcihe number of times the different signs and
technigues were used totally and for each halfyear.

Second research question

Resear ch Question: Which techniques are most used in today’s antipigsapplications and are they able
to discover all attacks regardless used phishicignigue?

Method: By examining a number of the most used antiphiglapplications today and the methods they
use, we can discover possible flaws and hopefudipe with improving solutions. We selected 4 of the
most used antiphishing applications (chosen aftenber of downloads on Download.com [4]) and
checked on the developers website after techniéatration. By that information we could compare th
different methods used to thwart phishing attadkse. also studied previous investigations regardivg t
functionality of today’s antiphishing applications.

Third research question

Research Question: How can the antiphishing applications be improvednbre efficient discover new
phishing attacks?

Method: We compared the result from our previous resedeclsee if all phishing techniques we
encountered can be thwarted by today’s antiphishppications. Antiphishing applications use diffier
techniques to discover phishing attacks, we conaptre signs the antiphishing applications weregtet
discover with the signs and techniques we encoediterphishing attacks in our previous investigatio



4 Result

First research question

After analysing the collected information of 25elient attacks (during the time of January 2004upne
2007) allowed us to get an extended view of howdtiacks evolved. Information regarding phishing
websites weren't always available becalilermiles.co.ukweren’t able to investigate the site before it
went offline. 121 (50%) of the 242 bogus websiteswere to investigated were taken offline beformyth
got reported. Therefore the statistics regardimgetad information and the design of the websie’ar
entirely complete.

The e-mail

Visible signs in the e-mail

—e— Bad language in e-mail —%— Company logo inserted Look like a website
Link with visible IP —*— Text "(click) here" link ~ —e— "Button" link
—+— E-mail form —=— HTML to look like text Warning for fraud
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Fig. 1: Signs of fraudulent e-mail, based on 3@els per halfyear.

In most attacks we investigated we could find sasiga that it wasn’t an authentic e-mail. The sigasid

be everything from the design of the e-mail toldmguage used. The most common visible sign wdarby
when the phisher had attached an image of the awytgpdogo in the e-mail to make it look more
authentic, see figure 1. This is a simple way tpycthe appearance of the company’'s e-mail without
entirely copy their design. Not all companies haweexclusive design of their e-mail, but those vath
logotype simply attached can easily be copied amdtleerefore be considered more suspicious. Thé mos
obvious sign we encountered was e-mails with batlisg and language. If it were authentic the autbfo

the e-mail wouldn’t be long at that company.

Explanation of figure 1:

* “Bad language in e-mail"'was more usual in early phishing scams but hasedsed thereafter and is
quite uncommon today.

« “Link with visible IP” can seem like a clear sign of a fraudulent link, ibis still used in a number of
attacks. The phishers using this technique arestttpo lazy to spoof the link but rely on knowledg
that most users don’'t know what the URL stand®fowhat IP numbers are. At the same time the link
isn't spoofed and don’t create warnings in e-miéints and/or spam filters.

¢ “E-mail form” was a common technique in 2004 to collect the estpa information without relying
on a fraudulent website. Over time the users becaore aware of the existence of fraudulent e-mails
and were informed that the companies would newgrast that kind of information through e-mail.

¢ “Company logo inserted’is a very common technique to make the email seene authentic. Most
companies’ use more advanced design in their esffailmaking it harder to copy the design. An e-
mail with only a logotype attached to the bodylod £-mail is too easy to copy and therefore can be
considered as a cause to be more suspicious.



« “Text “(click) here” link”is another technique to avoid spoofing the linkolitcan create warnings on
different e-mail clients and spam filters. Instedd/iewing an URL in the link the phisher choose to
implement the link with simple text.

« “HTML to look like text” was a common technique until the beginning of 2@8y)7making the e-mail
look like a simple text mail, spoofed link seanslgsobable.

¢ “Look like a website"were a technique used in 2004 but weren't usexk thfter. By making the e-
mail look more advanced by designing it after toenpany’s website, the phisher hopes to convince
the victim of its authenticity.

< “Button link” is another technique for sending the victim to Iblogus website without spoofing the
link. By using a button (same as in a webpage)pthisher avoids spoofing the link and in the same
time makes it look more advanced to seem more atithe

e “Warning for fraud” were only used a few times under 2005 but inceeaseidly in 2007. By
warning for fraud in the e-mail, phishers hopemtke the victim less suspicious.

Semantic convincing techniques

Part 1
—e— Confirm changes on account —=— Update/inadequate/out-of-date informatior|
Activate/reactivate account Suspicious account activity
—x— Security update/verification —e— Threatening to close/suspend account
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Fig. 2: The development of “semantic convincinditéques” in phishing e-mail, based on
36 attacks per halfyear. First graph showing teciugs regarding the users account.

Semantic convincing techniques

Par 2
—e— Receiving/winning money/senices —a— Delivering/selling/monthly statements;
Failed/suspicious payment Limited time span
—x— Previous/last notice —e— Mentioning securety
—+— Trick to awoid spam-filter
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Fig. 3: The development of “semantic convincinditeques” in phishing e-mail, based on
36 attacks per halfyear. Second graph showing éneaining techniques.

“Semantic Convincing Techniquesépresents the different ways the phishers tdesohvince the victim
to follow the instructions without paying to muckiemtion to the possible flaws in the e-mail. Most



semantic techniques are in some way designed ta@rammthe victim that there is some problem witkith
account, which needs urgent attention e.g. susmcaecount activity or new security updates. Thatmo
common semantic techniques were; “threatening dse¢suspend account”, “suspicious account activity”
and “security update/verification”, see figure 2 €larify we divided the semantic techniques in two
different graphs, see figure 2 and 3. In theseréigit is showed that the spread of use betweeditfeeent
techniques has decreased the last year and arhafshows that the phishers use all techniqueallgqu
much and has not specialised on any specific ddelivering/selling/monthly statements” has in camyr

to most other techniques increased the last halfyidds because the attacks against e-bay has etiang
technique from claiming suspicious account actigityl security update/verification to more oftenkrihe
users by bogus sales, to cause less suspicion.

Explanation figure 2:

¢ “Confirm changes on accountiere used first in the second half of 2005. Haeeepthisher claims that
there have been changes on the victim’'s accoubhtntight have been made by intruders. To check
their information is correct, the victims are tgckto logon to the fraudulent site.

« “Activate/reactivate accountis a technique were the phisher claims that tlbewatt already has been
deactivated or the access has been limited, offed in relation with “suspicious account activityo
reactivate the account the victim needs to folldwe link to the fraudulent site and insert the
information required.

e “Security update/verification"was in the beginning of our investigation the mpapular technique
but has decreased over time to be replaced witkdthning to close/suspend account” and “suspicious
account activity”. Under the first half of 2007 gshonce again increased to become the most used
technique. By claiming the information on the comga system needs to be updated or verified to be
more secure, the victim’s are tricked to insertittiermation required.

« *“Update/inadequate/out-of-date informationhas been frequently used in our investigation; it
increased some under 2005 and 2006 but decreaagdia@007. By claiming the information on the
company’s system is inadequate and needs to beagptiafunction the victim’s is tricked to insenit
information required.

e “Suspicious account activityfs one of the most used techniques found andstwgad in over 50% of
the attacks in the fist half of 2005, but has tldecreased. By claiming there has been suspicious
activity on the victims account, the victim is W& to enter the fraudulent site and insert the
information required.

* *“Threatening to close/suspend accoulg’also a popular technique and is often useelation with
“suspicious account activity” and “security updaggification”. This is a technique to stress thetim
to follow the link to the fraudulent site.

Explanation figure 3:

* “Receiving/winning money/servicess a technique to entice the victim with moneyotirer prices to
trick the victim to insert the required informatitm receive their price.. Were used a few timethe
beginning of 2004 but became more frequently usetif 2006.

« ‘“Failed/suspicious payment’by tricking the victim that there is a suspiciquesyment connected to
their account, the phishers hopes the victim wlloiv the link to check they haven't lost any money
and that their information on the account is cdrréhe technique increased in the second part @6 20
but decreased again in 2007.

« “Previous/last notice”by convincing the victim that there have been jomey messages and that this is
their last notice before their account is suspendee phisher stress the victim to answer before
thinking it through. Has been used frequently uht& end of 2006.

« “Trick to avoid spam-filter’there are different techniques for the phishemvtd spam-filters. Often
the whole e-mail consists of an image to avoiddpam-filter to check the containing text. Another
trick is to imbed the link in an invisible imagevewing the e-mail and in this way avoid the linkb®
checked. If the e-mail is marked as spam the v&iwill not read them and the scam has failed. Was
used first in the second half 2004 and were weldumtil the end of 2006.

« *“Delivering/selling/monthly statements$ a technique often connected to online shopfeng E-bay
and PayPal) were a false sale tricks the victimigit the bogus website. This technique has bedh we
used since the second half of 2005 and is oneedktiding techniques today.



« ‘“Limited time span”by limiting the time span the phisher hopes thatictim will respond directly
without paying attention to the possible signsmfpaishing attack. Has been well used under tisé fir
and second half of the investigation but decreas#te second half of 2005 and in 2007.

« “Mentioning security”is a trick to give a false sense of security drataby seem more authentic. Has
been well used under the whole investigation butetesed during the last year.

Syntactic convincing techniques

—e— Copied e-mail design —a=— Security companys logo inserted
Inserted personal information Advanced security (SSL, retype characters)
—x— Invisible/e-mail image link —e— Spoofed link
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Fig. 4: The development of “syntactic convincinggiques” in phishing e-mail, based on
36 attacks per halfyear.

“Syntactic Convincing Techniques” represents ddfdgrtechniques used by the phishers use to make the
scam look more authentic. The most common technigjtie spoof the link to the phishing site in the e
mail. In early phishing attacks this was often ddayedesigning the e-mail in HTML-code to look like
regular text mail and in this way make the linkslasispicious. Today the phishers often disguisedhk
link with the original URL, “spoofing”. This can ¢lugh create warnings in spam filters and e-magints.
Some phishers tries to circumvent spam filters bygstructing the whole email as an image since it is
rendered impossible to analyse the text. Anothehrtigue is to cover the whole e-mail with an irbfisi
image containing a link to the bogus website. Tay the spam filter can’t check if the link is agrtic or
not. Even if these techniques seem like efficieayswto avoid spam filters, they are not used tftahogyet,
see figure 4.

Explanation of figure 4:

« “Copied e-mail design”is when the phisher has tried to copy the origowhpany’s e-mail design,
and not only attached a company logo. Phishersshthz if the e-mail looks authentic enough, the
victims will be fooled. It's a relatively frequegtlsed technique.

* Inserted personal information’e.g. name, part of credit card number etc., isoilvince the victim
that the e-mail is sent personally to him/her analithentic. Is not often but frequently used.

« “Invisible/e-mail image link” is a technique to avoid spam-filters. By eithalaeting an image
containing the e-mail or an invisible image covgrithe e-mail containing the link to the bogus
website. If the e-mail is marked as a spam, thimvgcwill not read it and the scam has failed.

« “Security Company’s logo inserteds to give a more secure feeling over the e-nijlinserting a
logotype of an internet security company known frtira Internet, the phishers hopes to give the e-
mail a more secure and authentic look. Was often letween the second half of 2004 and the first
half of 2006.

* “Advanced security (SSL, retype charactergye used in a few of the attacks under the fiestr yof
our investigation and is a techniqgue mimicking ambeal security features often used on websites, to
give the e-mail a secure and authentic look.

« “Spoofed link” has always been the far most used technique ® thi® e-mail an authentic look.
Spoofing means to make it look like the originad.eviewing the original URL in the link, but



implementing the fraudulent websites URL. This téghe is well used but many e-mail clients and
spam filters create warnings for spoofed links.

Link format
@ Link with visible IPnr | Text “(click) here" link
O "Button” link O "Invisible" mail-image link
| Spoofed link

Link with visible IPnr;

1.98% Text "(click) here" link;
,98%

22,62%
Spoofed link; 49,60%

"Button" link; 2,78%

"Invisible" mail-image
link; 16,67%

Fig. 5: The distribution of the format on the liimkthe e-mail.

In 50% of the investigated attacks the e-mails @ioed a spoofed link directing to the bogus webske
figure 5. Links viewing text e.g. “click here”, rgsented 23% and were the second most used. Bet the
were occasions were the phisher didn’t bother $gudse the URL, some times even the IP-number were
shown. For any computer aware person a visibleulfdber in the URL seems very suspicious for a big
company, but for less initiated in computers it Inigeem less suspicious and even assuring.

Every phishing e-mail we investigated had spoolfedsending e-mail address. This is possible bedBsise

easy to manipulate the SMTP (Simple Mail Transfetétol) and disguise the actual sender to make it
look like the e-mail comes from the real compamnythe same time it's harder tracking the sender.

Targeted companies

Distribution of targeted companies

O E-bay B Paypal
O RegionsBank O Loyds TSB
B Remaining Companies
Remaining
Companies;
51,98%

E-bay; 26,19%

Paypal;
15,48%

Loyds TSB; RegionsBank;
3,17% 3,17%

Fig. 6: The distribution of targeted companies.

41,7% of the attacks we investigated were aimef-laady and PayPal, see figure 6. Possibly becagse th
inadequate security and the possibilities involwedhaving access to another users account, such as
embezzlement and phish in the form of personalaadit card information. Most of the attacks tovgard
E-bay have used very similar design of their bogabsites; a copy of the original E-bay logon sitke
syntactic technique in the e-mail has on the dtiaeid developed under the time of our investigatiothe
beginning they looked just like any phishing e-maften carrying a warning of some suspicious #gtiv

on the victims account. But under the last yeay theve become harder to spot, now the e-mails are m
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efficiently disguised by copying E-bays own e-mddsign. Even the semantic techniques has changed,
now the e-mails more often claims to regard buyangselling fictive objects and therefore draws less
suspicion. The technique *“failed/suspicious paymsient

increased prominent in 2007, see figure 3.

Most of the targeted companies are connected witheskind Top Four attacked companies.

of e-commerce, e.g. Internet banks, credit cardooline E-bay 66 26,19%
shopping companies. Of 74 attacked companies, 5&%s) | PayPal 39| 1548%
were only attacked once or twice and it was a femmanies |Regions Bank 8 3,17%
that dominated the attacks, e.g. E-bay with 6&kt§26,2% of |Loyds TSB 8 3,17%

all attacks), PayPal with 15,5% and Regions Bartk lamyds Table 1: Most attacked companies.
TSB both represented 3,2% of the attacks, see 1able

Targeted information

Targeted information
@ Unknown credentials @ Credit card information O Credit card pin-number|
O Logon credentials ® Bank credentials @ Personal information

Personal information; 12,30%

Unknow n credentials;
Bank credentials; 3,97% 49,21%

Credit card information;

Credit card pin-number; 13,10%

9,52%

Logon credentials; 43,65%

Fig. 7: The distribution of the targeted inforntati

All phishing attacks have a specific targghi€h) often sensitive information e.g. bank- and/oddreard
credentials. But in most cases it is simpler thaat,t43,7% of the attacks we investigated wereetarg
“Logon credentials, see figure 7. Probable becaas®ining information can later be collected on the
victims account.

Targeted information

—e— Unknown credentials —a— Credit card information
Credit card pin-number Logon credentials
—x— Bank credentials —e— Personal information
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Fig. 8: The Targeted Information in the attacksed on 36 attacks per halfyear
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After logon credentials the most targeted inforomativere credit card numbers and associated pinsgode
see figure 8. Personal information, such as saealirity number, home address, mothers’ maiden name
etc., were frequently requested under year 2004léstended there after. Bank credentials, suclamls b
account numbers etc. are seldom requested andsimwae frequently in the beginning of phishing than
today. “Unknown credentials” represent the timegmwthe site were down before the attack been rghort

It has become significant more frequent that tkeisioffline when the attack is reported, this daepend

on both that the sites only are online a restritiee and that there are significant more attaeforted
today compared to the beginning of the investigatind claims more time to be handled.

The website
Design of the website
—e— No website —s— Website down when reported
Web form Copied design
—x— Spoofed login site —e— Finnished > directed to the legitimate site
—+— Several stages —=— Errors in webpage cod
Reply through script to e-mail account
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Fig 9: The different credentials regarding the beguebsite, based on 36 attacks per
halfyear.

The design of the fraudulent website makes bigeifice when the user is to decide if the site tiseatic
or not. There are several different ways for thishdr to create an authentic “look”. Figure 9 imlga the
different characteristics used in the fraudulenbsites we investigated. The goal of most phishitesss
to be as authentic looking as possible, to achilegephishers use different techniques to copyotiginal
design. 108 (89,3%) of the 121 investigated websitere copying the design of the original site sit@s
(59,5%) were spoofed logon sites. 43 sites (35,8861 web forms to be able to collect several pietes
information. Some sites consists of a number ajestae.g. after entered with the logon credenttads t
victim is sent to other stages to enter new infdiona Some sites send the victim back to the oailggite
after entered the requested information. In that the victim might never realise what happenedjbsit
suspect that they entered the wrong credentiale €t we encountered in the beginning of the
investigation had errors in their HTTP-code whickrevdisplayed in the web browser. In the beginoihg
the investigation we encountered several sitessitradl the information back to the phisher by e-ntlii
was not visible to the user.
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URL format

—e— Spoofed status bar —a— Pop-up window, with hidden address bar|
Spoofed/resembling URL Unfitting URL to website

—x— Unusual IP in URL —e— Visible IP in URL

—+— Disguised address bar

35
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Fig. 10: The different URL formats, based on 36cks per halfyear.

The most efficient way to authenticate a websit® isheck the URL, but not all users know whatthL
stands for and have difficulties determine if gisthentic or not. To make it harder for users tiemhaine
the authenticity of the website phishers use difietechniques to disguise the URL e.g. spoofieguiRL

(using a domain address resembling to the origioahpany address), disguise the address bar with an

image or use a pop up window without an addresplaaed over the original site. However, most @& th

time phishers don’t bother to hide or disguise WL but instead goes after knowledge that mostsuser

don’t pay any attention to the URL, see figure BQOt even if the URL is disguised the victim alwdyass
the possibility to control the authentication of thite by checking the sitpsopertiesand thecertificateto
the SSL connection. Not all users know how to de it the possibilities are there.

Explanation of figure 10:
* “Spoofed status barivere used once in 2004 and were possible than&dléav in Microsoft Internet

Explorer, after the flaw were fixed the techniqumildn't be used. By spoofing the status bar the
phishers were able to show the false URL in thtusthar (placed in the bottom of the web browser),
besides disguise the address bar.

“Spoofed/resembling URLivere seldom used under 2004 but became more useiattaat. By using

a domain name resembling the original it can bicdif for the victim to authenticate the site.

“Unusual IP in URL", by using different ways to view the IP-numbemikes it even harder for the
victim to understand what the URL means. By comfgghe victim, the phisher hopes that the URL
seems advanced and therefore authentic. The temhisq't that usual, and has increased since 2006.
“Disguised address baris when the phisher hides the address bar witlmage of the original URL.

In the beginning the technique was often conneittdde use of Windows Explorers original settings,
if the user had other settings applied, the imagghtmot be suitable to the web browser and became
visible.

“Pop-up window, with hidden address bawere used a number of times between 2004 and 2@05 b
has not be implemented since. Probably as a resnibst users don'’t allow pop-up windows in their
web browsers anymore e.g. to avoid annoying acbesrients. By using a pop-up window without
address bar the phishers could load the origirtel isi the main window and placing the pop-up
window on top. This way the victims were trickedoelieve that the pop-up window was connected to
the window in the background containing the origsite.

“Unfitting URL to website”is when the phishers haven't made anything to changlisguise the URL
but are simply showing the true URL of their sitBsation, this includes the URL’s with visible IP-
numbers. Most phishing sites view the sites reall |[#¥en if it isn't remotely similar to the origihaf

the victims notice this they can easily lay dowa ¢fite as fraudulent.

“Visible IP in URL", sites with visible IP-number can be compromisedspnal computers that aren’t
connected to a domain. The number of sites witibleigP-number increased rapidly under the second
half of 2004 and topped with 16 (44,4%) of 36 &tam the second half of 2005. Thereafter the use
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has descended and under the first half of 20071RhReumber was only visible in 5 (13,9%) of 36
attacks. Since most users don’'t know what IP-numitseor it's role in the URL many users takes it as
a more advanced URL than those built on real dosnain

Use of security features

—e— Indicating security —=— Security company logo inserted
Warning for fraud Missplaced "SSL" padlocks
—%— SSL URL (HTTPS), missing browser indications —e— State SSL security
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Fig. 11: The claimed use of security features sltbgus websites, based on 36 attacks per
halfyear.

The next step in the design of an authentic lookinighing site is to mimic the originals websiteé&urity
features as a way to convince the victims of ittheunticity and to give a feeling of security. Soimets
phishers only mention the claimed security behimg website in an attempt to improve the feeling of
security. In 2004 phishers often claimed to use $SLTPS) connection to their bogus website and
sometimes placed “SSL padlocks” inside the welisitBurther convince the victim. Even though simple
claiming to use SSL security decreased, the usmigiilaced “SSL-padlocks” continued to be regularly
used, see figure 11. The use of known security emyip logos increased steadily during the secoiid ha
of 2004 and was frequently used thereafter. By imgrrthe victims of fraud in phishing e-mails the
phishers hopes to trick the user not to suspecateitwived e-mail. This technique is still quite snal but
has increased the last year. Under the first Mafl096 the use of any security features were almost
existent, but have thereafter recovered.

. . .. | Top five countries

The compromised servers hosting the bogus websiteg

. X . : USA 69 |37,10%
we investigated were located in 42 countries adirov K 14| 753%
the world. USA hosted 69 (37,1%) of the 190 attacks |—~2r¢2 2=
we investigated were we could locate the origithef | China 9| 4.84%
website, see table 2. The rest of the sites wesadp Germany 9| 4,84%
over remaining 41 countries. Except USA, France _ 7] 3,76%]|
only Korea, with 14 (7,5%) hosted over 10 sites. Table 2: The top five countries hosting most

bogus websites in our investigation
Our Microsoft Excel file containing the collected
information can be found dtttp://www.student.bth.se/~anpf03/masterthesis.html

Second research question

We set out to investigate four of the most usedsfrdownloaded) antiphishing applications accordong
Download.com, [4]. Thereafter we studied previous/estigations testing different antiphishing
applications.

All antiphishing applications create warnings tfoim the user when an e-mail or website appeal=®to
fraudulent. Most antiphishing applications is ae@sion or improvement of an existing web browseg-or
mail client, even applications that's a part ofigger internet security package implements existirdp
browsers and e-mail clients.
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Microsoft's new version of Internet Explorer (IEa$h been marketed as one of the most efficient
antiphishing applications [13]. As many other phishing applications it use “black-lists” to chatkhe
URL points to a known phishing site. A “black-ligg' a dynamic list of known phishing-sites that aisd
frequently with newly reported attacks. But IE s&weral different methods to more thorough coritrel
sites authenticity. Fist step is to compare the URla local “white-list” containing URL’'s of known
authentic sites; secondly it checks the conterthefsite afteknown phishing characteristics (which, they
didn’t reveal). Third and last step is to send tHeL to Microsoft's online service to be comparedato
frequently updated “black-list” containing reportgzhishing-sites. To handle URL’'s with unusual
characters, IE has implemented Internationalizech®n Name (IDN). This way phishers can no longer
use foreign or special characters to spoof the URdcept implementing the new antiphishing suppleémen
Microsoft also changed the visual aid informing wheebsites use SSL-connection. Instead of the littl
SSL-padlock in the bottom of the browser thereaw rinstead a clear display indicating with bothniso
and vivid colours the occurrence of SSL-connectiond the authenticity of the SSL-certificate. These
indicators are placed beside the address bar ¢tebein sight of the user. To make it easier fier uisers to
check the certificate of the visited website islgassailable in the new security display.

One of Microsoft Internet Explorer's competitors kilta Firefox claims that their antiphishing appifion

is more efficient than IE’s [14]. They can chotstween two different “black-list” sources to comgthe
URL, either a local “black-list” placed on the usecomputer or by an online service collaboratinghw
Google.com. They even made their own test to pthee statement, but that source can’'t be consitlere
objective. They on the other hand have under siimme @ised colours and clear indications in the aidre
bar to indicate SSL-connections and the autheptéithe SSL-certificate.

Both Mozilla’s and Microsoft's e-mail clients, Thderbird and Outlook, scan the e-mails after attdche
links and check that the visible URL on the linktiee same as the website it is pointing to. When
suspicious, the link is blocked and the user isrimied.

Symantec Norton 360 is Symantec’s security packiagiis containing a number of security application
including antiphishing [18]. Symantec don’t mention their website what methods their antiphishing
application use, but it's made to facilitate fowlanforcement agencies to shut down fraudulent ite=bs
by collecting necessary information.

WinProxy 6.1 is an internet security package thaliides among others antiphishing and spam fit&}. [
Their antiphishing product consists of a URL-filteollaborating with a database containing a list of
“inappropriate websites”. The same URL-filter cam rhanually setup to block pornographic sites and/or
other inappropriate sites.

L. Cranor, S. Egelman. J. Hong and Y. Zhang madexa@nded study regarding the functionality of a
number of antiphishing toolbars [6]. Antiphishirgplbars inform the users of the authenticity of site
they are to visit. This is often done as a toolbdension of the existent web browser to improwedigns
of authenticity, e.g. by colours and icons infoira tiser of SSL-certificates authenticity, real donmame
etc. The tests carried out were based on a ligasong URL'’s to both authentic and fraudulent widss
that the different toolbars were to mark as autbhemt not. Only half of the tested toolbars weréeato
identify the majority of tested fraudulent sited.tén tested toolbars only three were able to ifienter
75% of the tested phishing sites; four of them didwen identify 50%. One on the other hand inccilye
identified 38% of the authentic sites as frauduldst of the antiphishing toolbars showed warniimgs
form of coloured address bars, icons and pop-upgbiavhen the site was visited. Internet Explorevas
found to show a local webpage warning before laagumspicious sites.

Third research question

Most of today’s antiphishing applications use “idists” to discover phishing attacks, this is dficeent
technique to stop ongoing attacks. But, it's ndicieit regarding new unreported attacks, becahe# t
URL's aren't yet added to the “blacklist”. To haadhew attacks the application must check after
characteristics that is connected to phishing ks$tac
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To have a relative complete protection againsthihisit's not enough to have an antiphishing agion
installed. Instead the protection needs to be imptged on several levels. First of all the userdaee
good e-mail client including a spam-filter that daandle both spoofed links and links implemented in
images. The user should also benefit from an aistijphg application using both “black-“, and “whilist”

to check the URL. To discover phishing attacks yeitreported the antiphishing application shoukbal
check the targeted site after known phishing cheratics. In addition the web browser should use
Internationalized Domain Name (IDN) to handle uralsinaracters in spoofed URL's. For all applicasion
to follow the development of phishing they needodynamic. But mot important of all, antiphishing
applications can’t be allowed to give false posiivor to wrongfully classify authentic sites asifhalent.
Other ways the credibility of the application ipidly decreasing.

Regardless of what protection the users use, titisttee users’ responsibility to respond to thermiags
and to not feel too comfortable and secure. lt'gags a question of time before phishers finds ways
overcome the existent protection. The securityiappbns must consider all possible angels an laittaa
use, while the phishers only need one working wagstape the security applications.
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5 Discussion

First research question

In most phishing attacks there are signs that tekiedraudulent e-mail, i.e. various tricks thagbiers use

to either make the victims follow the link beforgspecting fraud, or to make the scam so hard toudes
that the victims takes the e-mail as authentic. @dtall phishing e-mails spoof the sender addressveay

to copy the appearance of an authentic e-maihédnbieginning of phishing, many e-mails were created
HTML-code, but appeared to be simple text. This weeyphishers could easily spoof links without maki
them seem suspicious. Today, several e-mail cliants some spam filters check attached links so the
visible URL on the link agrees with the URL implemted in the link. To avoid warnings from these the
phishers use different ways to trick both the ws®d the spam filters without spoofing the link. Test
way is to use spoofed URL to the fraudulent webdiitis way both the viewed URL on the bogus sitg¢ an
the link looks authentic. There are several teamscto create similar domain-names, e.g. usingatdpi
instead of lower-case “I", “r" and “n” instead ofrf” and so on. But there are simpler ways to trioé t
victim. The most used is by far “text-links, linkgth simple text visible, e.g. “Click-here”. But &
attacks have the real URL showing, and severaheiteven contain the IP-number to the compromised
server holding the website. In these cases thé@hi@robably relies on the fact that most victines lass
initiated in computers and don’t know what the Unber stands for. For these the IP-number might eve
seem more advanced than a regular URL and might @xgerience it as assuring.

As we mention in the result section, the most commigible sign of a fraudulent e-mail is when the
company logo is simply attached to the e-mail. &letryone might agree that this can be considesigina

of a fraudulent e-mail due to not all companiesehaxclusive e-mail design. In the beginning of binig

this was true, but today at least most companieg naore advanced design just to make it harder for
malicious people to copy. Except copying the oadjhesign, phishers use other techniques to coavhne
victim of the e-mails authenticity. As more and mg@hishing e-mails contain warnings for fraudulent
mails and websites, the phishers hope that thamietll discard the possible threat from that verynail

just because the warning.

The different semantic techniques used are oftereciat the victim’s fear of loosing money/servieasl

in the same time plays with the fact that othergie@lready has lost money on online fraud. Theemor
attention online fraud gets on the news, the miseedathe users are to become victims themselvegei@l
attacks claim that the victims account already basn closed or suspended as a result of suspicious
activity, this convince the victim that they alrgaare victims and becomes urgent to control whay th
have lost. And in doing so, they become a newmiaf the phishing scam. The similar thing applies o
new security updates. Many phishing attacks cldivas the company needs to update their data tdolee a
to upgrade the online security. This many are thdrkr and eagerly follows the attached link todage
their data, when they actually gives the phishkesinformation they required. Phishers plays wiifieo
feelings than the fear of loosing something. Strissanother good way to trick users to not pagrditbn to
more or less obvious visible flaws. By presenting victim with a limited time-span or convincingeth

that there have been previous messages that teynhiased, phishers hopes to make them more eager t
follow the attached link. By giving the victim aelling of security they are more easily convincedat the
e-mail is authentic. Except stressing the victimsespond, many attacks tried to give the victinfiseding

of security, to make them mellower and more seautbemselves. By achieving this phishers hoped the
victims being less suspicious when entering theubagebsite. There are a number of techniques titging
create a secure feeling, e.g. by mentioning securitthe e-mail or by attaching logotypes of inttrn
security companies. A few attacks even faked adx@security features often used on websites such as
SSL and retyping text viewed in an image. By making e-mail seem well protected by a number of
security features the phisher hoped to convincevitten that it was secure to reply informationeditly
through the e-mail.

Because phishing descend from spam it also hasathe problems. It is not easy to implement e-ntiadls
seem personal while sending it out to thousandsy @Oh of the 252 attacks we investigated contained
some kind of personal information, e.g. a parthef ¢redit card number, e-mail address. Spam fidezs
another problem for the phishers, but we encoudtaneumber of ways to avoid them. First, by emhagldi
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the whole e-mail in an image with the link implertegh makes it impossible for the spam filter reael th
text. Secondly, by attaching an invisible image taoring the link that covers the whole e-mail. By
separating the visible URL (the typed URL in thena) and the URL to the links destination (the one
implemented in the image) the phisher makes it Bajlide for e-mail clients and spam-filters to chdwkt
the visible URL is consistent with the one impleteeh

In the beginning of phishing it was common thatping attacks targeted credit card- and bank ctiden
Over time phishers realised that it's more rewaydim phish for logon credentials to sites contajrimat
information, e.g. internet banks or other e-commefur investigation showed that 41,7% of the &#ac
were aimed at E-bay and PayPal and 43,7% of thettsat information was logon credentials.

Even if there are efficient ways to mimic the diéfet security features used in the original sitieste are
very few attacks that implement them. Of the 25@&cks we investigated, none implemented SSL
connection despite known techniques to use setfesigcertificates. However there were though several
attacks that claimed to use SSL both by mentioitimg text and by inserting false SSL-padlocks ba t
site. Even the different techniques that are abkl#o trick spam filter were used significantsdethan
expected.

The purpose of SSL-padlocks is to indicate thatdbenection between the user and the web server is
encrypted by SSL. However, many users today ha® dorbelieve that the padlock more or less indicate
overall security for the site. Even authentic sites this icon to indicate security by attachini ithe body

of the website. This has undermined the authdniyi¢on used to represent. Since users howadaysede

to see the icon in the body of the website, inst#ad the status bar at the bottom of the browsere the

real SSL-padlock used to be located, it becomdsrefas the phishers to falsely indicate security.

Second research question

We can determine after investigating the differ@mtiphishing applications that the most used metbed
dynamic “black-list”, either local or online thatomsist the URL of known phishing-sites. Some
applications use a number of techniques to deternfirthe site is authentic or fraudulent. Microsoft
Internet Explorer use both a local “white-list” ¢aiming known authentic sites, an online “black*lthat
are frequently updated with new reports of phishitigcks and search uncategorized websites aftevrkn
phishing characteristics. Even most used e-mahtsi have functions to thwart phishing attackshéf e-
mail includes links where the visible URL doesnéteh the targeted websites URL it's considerecadr
and are blocked.

Antiphishing applications using nothing other tftalack-lists” are depending on previous reportedeit
and are inadequate to hinder new attacks. Everbelse antiphishing application can't stop all pokesib
phishing attacks. If a new attack is created witbvipus unknown characteristics it's possible ththt
antiphishing methods fail. However, thanks to tlgaainic function the antiphishing application “legirn
the new characteristics and techniques after daekahas attracted attention and been reportecarlegs
of which antiphishing programs used it's up to tisers to act upon the given warnings. If the appba
incorrectly claims authentic sites as fraudulestttiust for the application decreases, and ifithiepeated
too often the users starts to ignore the given ingerendering the application useless.

Too avoid dynamic antiphishing applications thespbirs might make their attacks more targeted and
specialised by sending it only to a smaller graugidad of distributing it to as many e-mail addzesss
possible. That way the phishing site is less ptsgtb be registered on a “black-list” before thtaek is
over and the site is taken offline.

Third research question

There are many difficulties with creating an effici protection against phishing, because phistonght
upon many different security issues. Phishing dsmase a number of different appearances and use a
number of techniques to avoid existent spam-filtlerd to manipulate attached links. Fraudulent wedsi
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can be both well designed to mimic the originad sihd at the same time use a number of technigues t
disguise or spoof the URL and mimicking securigttees.

Most web browsers indicate when the site is ened/ptith SSL and checks that the certificate is eutib.
But it's not uncommon that even authentic SSL-fiedies create warnings, often the SSL-certificiga¥
renewed in time. Several e-commerce websites g8ySEL-encryption on a part of the site which ttesul
in absents of those indications, it's thereforedkarfor the users to control that the site realgecure and
to check the certificate. If the security applioa create too many false warnings the users dads
ignore them. Even earlier web browsers warned sieesuwhen they were entering an insecure website, b
after some time that warning only became annoying most users ignored and simply clicked “OK”
before learning what the warning was for. It's #fere important that the new security applicatitaise
this into consideration and instead of just flaghiwvarnings at the user, inform them what the waymsrfor
and what the user needs to consider before entédmmgvebsite or e-mail. Another problem that might
occur is that all these controls claim both timd astwork recourses which many users dislike.

The war against phishing can’t be fought by onlyiEmshing applications. Legitimate companies need
improve their security toward their users. We halithat some responsibility lies on the compariias are
being attacked. It should not be the user’s redpiityto assure that the e-mails they receivaughentic.
Security can no longer be confined to the compangimputer system; it needs to include the users too
Therefore it's important that the authenticity antrolled both between the company and their userd,
costumers and the company. The company needs vYe fhiat e-mails sent from them are authentic, the
same way users prove their identity when accesbmgompany system.

PGP (Pretty Good Privacy) is a well establishedrgmy/authentication technique created by Philip
Zimmermann in 1991, which enables both encryp#iod signing of e-mails [16]. Each user of PGP has
both a private and a public key, with the privagg khe user can encrypt and sign the e-mails theg sut.
The receiver of a signed e-mail needs the publicddethat sender to control the signature. If coniea
would use a similar technique to sign their e-méils would make it impossible for malicious peofie
spoof their e-mails as long as only the companydtasss to the private key. This would make it jpdess
for users to securely authenticate any sender efraail by clicking a button.

In the paper titled “A Forensic Framework for TragiPhishers” by D. Birk, S. Gajek, F. Grobert an@RA
Sadeghi a possible way for banks to trace phishftes taking contact with the bank accounts they'd
phished is described [5]. By reporting "phoneytaKeftredentials to a specially created account fised
just this purpose) to known phishing sites, the gany can trace the phisher when they try to conoect
withdraw money from the fake account. With thishigique the banks can expose the phishers withgut an
advanced technological technique or any financéist
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6 Conclusions

Our goal with this thesis was to better understamd phishing has developed over the last four yieaw,
antiphishing applications have responded to thaeldpment and to give a better understanding in how
phishing might develop in the future.

By thoroughly investigate 252 previous attacks wetveated a data set containing information reggrdi
what different techniques have been used and hewsdhge of the different techniques has changed ove
time. The fact that basically the same phishinpniéques are used today as in the beginning of plysk

an indication that there hasn’t been much efficotection. Even though there are efficient teghas to
mimic security features such as self-signed cedtifis, it wasn’'t used in a single one of our 252
investigated attacks. Probably because the phidtmenw that most users don’'t know how to check the
security and often assumes that sites requestirgjtive information are secure. This further intisathat
most users don’t consider online security a problgites requiring sensitive information always mlaito

be secure without the users really understand haitlzerefore just takes it for granted. When uderst
now how, but just that they are secure it's noydasthem to see the difference between autheetcrity
and mimicked security features.

The biggest part of today’'s antiphishing applicasiags to more clearly inform the users of the secaf

the site they are visiting. Antiphishing applicasomost often use “black-list” containing the URL o
known phishing-sites to compare the requested URIt. new antiphishing applications e.g. Microsoft
Internet Explorer, use both “black-“ and “whitetdis (containing known authentic URL’S) and checks
remaining sites after known phishing charactesstithis can be considered an efficient way to even
discover unknown phishing sites and by the fact #ilafeatures are dynamic the protection can fllo
phishing’s development. To yet another time quotaecB Schneier “There’s no such ting as absolute
security.” [17], the users must still pay attention to theinfation given by the different security features.
If ignoring them, there is no protection.

We believe that the responsibility to protect theers against phishing also lies with the companies
attacked, not only by the users themselves. Its dompanies’ responsibility to control that the
communication between them and their costumersdecthe authenticity necessary. Most companies have
impressing security concerning their computer sgsteut there is no way for the users to check tiat
information they receive through e-mail is indeszhf the company. By including some kind of signatur
from the company (e.g. PGP) the users would be tabteust the authenticity of the e-mail. Resulting
that the number of companies vulnerable to phishiterks would decrease significantly; making pihigh
scams a very unprofitable business.
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7 Further research

As more and more advanced antiphishing applicatibeiig shaped, the development of phishing
techniques might speed up. To address these neatshmore research is needed.

Below follows a list of possible future investigats:

* By continuing our investigation over phishing teicjues and their development over time, future
research can see if the new antiphishing applicatiiange the development of phishing attacks.

* The usability of new antiphishing applications ddobe tested to see if they facilitates for the
users to check the authenticity of the sites.dt® important that the users understand what the
different warnings stands for and how they shoabtt to them.

* The technique to sign the company’s e-mails shaldd be investigated to see if it is feasible and
if it indeed stops phishers from spoofing e-mails.

« Banks should test the technique to trace the piishg inserting “phoneytokens” to known
phishing attacks.
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