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ABSTRACT 

The ongoing fast pace research in hardware and software technology has 

resulted in memory devices efficient and faster than ever before. 

However, the issue of security of the contained data is rarely discussed. 

There is an evident capability of these devices to retain data even when it 

is erased. In this thesis, a study is conducted to qualitatively analyze the 

extent to which data deletion is important and why secure deletion 

should be applied. Afterwards, following the sequential exploratory 

procedure, this paper presents an analysis of methods used to recover the 

data after being deleted in addition to the techniques used to securely 

delete this data. Based on this study, some recommendations are made to 

ensure the safety of data. 

Keywords: SSD, Secure Erase, Flash, Data Retention, ATA, TRIM. 
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INTRODUCTION  

 

Data Remanence is a term used to describe the residual data remaining after a certain kind of 

deletion has been performed [1]. This residual information might become available by using 

different kinds of methods. These methods are usually described as laborious and time 

consuming [2]. 

Many incidents ïthroughout history- show the importance of Data Remanence and how useful 

and harmful it might be in different kinds of cases. A good example is the news story by Karen 

Hensel of the News 8 I-Team, where a security breach at a local hospital in Indiana (USA) was 

uncovered by this team. They used three cheap and easy to find used computers to extract the 

hospital patientsô records along with pages of credit card numbers. 

Another example is when the FBI investigated an extortion threat directed at Microsoft 

Corporationôs Bill Gates. A criminal sent a diskette to Gates with an image containing the terms 

of the threat. According to the story, this criminal was trying to save a bit of memory, so he 

used an old diskette after erasing the files that were already on it. The FBI was able to recover 

the erased files on the diskette with one file containing the name and address of the criminal [3]. 

Physical security usually describes the protection of assets against fire, water damage, theft or 

similar perils. In computing, physical security took another meaning, which describes the 

technologies used in order to protect the information against physical attacks. Nowadays, 

physical security became more important, since the computing systems moved from secure 

computer rooms into less secure offices and homes [4].  

Solid State Drives (SSDs) are very popular nowadays; however embedded systems used SSDs 

for quite a while now. Flash file systems can be found in laptop computers (due to its low 

energy consumption), USB flash drives, digital cameras and in many other machines which 

urged to put more effort in finding ways to delete data when it is meant to be gone for good.  

In the following chapters, we will present the history of SSDs and the evolution of NAND 

memories, followed by a description of the used techniques to retain data from these types of 

memory devices. Moreover, a detailed discussion of the security risks associated with the ability 

to retain data after a certain deletion method has been performed, followed by an analysis of 

existing methods to ñSecurity Eraseò the data from SSDs. We will try to answer finally whether 

or not it is possible to securely delete the data from SSDs.    
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CHAPTER 1: BACKGROUND 

 

The Basic component of an SSD is the NAND memory. In this chapter, we are about to 

describe the history behind these memory devices, the architecture and the basic operations 

performed to read and write data. 

 

1.1 NOR-based NAND-based Flash Technologies  

Flash memory devices are non-volatile, which means, the memory retains the data after the 

power has been removed. The two most common Flash technologies used for building memory 

devices are NOR and NAND, where NOR-based Flash memory is the older technology which 

supports high read performance at a smaller capacity range. However, the new technology ï

NAND-based Flash memory supports higher capacities with significantly higher read and write 

operations [5].  

Not OR (NOR)-based Flash memory is mainly used in motherboards containing the boot code. 

Since its appearance in 1980s, the Basic Input Output System (BIOS) had the ability to 

dynamically change the boot code to install updates and fix bugs. However, due to its high cost, 

NAND-based memories started replacing NOR-based devices. 

In the late 1980s Toshiba presented the NAND-based Flash memory [6]. In table 1, a 

comparison between NOR-based and NAND-based flash devices summarizing the most 

important advantages, disadvantages and a few practical applications as mentioned in [5, 6 and 

7]. 

 

Table 1: NOR-based Flash and NAND-based Flash comparison 

 

 NAND NOR 

Advantages 

Fast Write Operations Possible to write bytes 

Fast Erase Operations Fast Random Access 

Disadvantages 

Slow Random Access Slow Write Operations 

Not possible to write bytes Slow Erase Operations 

Applications 

File (Disk) Applications BIOS (Replacing the old EPROM) 

Any large sequential data Execute from non-volatile memory 



12 
 

1.2 NAND Flash Basics 

It is important to understand the cell structure of a NAND gate before proceeding into further 

analysis. The cell structure is shown in Figure 1 below. 

                                          

Figure 1: NAND Flash Cell (Source [8]) 

 

The cell is a floating gate transistor which works by establishing a conducting channel between 

the source and the drain. When a voltage source is applied to the control gate, a negatively 

charged channel is formed which allows the electricity to flow from the source to the drain. 

When the voltage source is disconnected, the channel disappears and no further conduction 

takes place [8]. 

The voltage threshold (the required voltage to form the channel) can be modified by changing 

the charge stored on the secondary floating gate which is not connected to electricity as the rest 

of the transistor. When a charge is added to the floating gate, the NAND reaches ñprogrammedò 

state and when no charge is added, it is called ñerasedò state. This is shown in Figure 2 [8].  

                 

Figure 2: NAND Cells in Programmed and Erased States (Source [8]) 
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The NAND Flash cell is actually representing 1 bit. A NAND cell array is formed by joining 8 

memory transistors in series. These arrays are again grouped into a series of blocks, which is the 

smallest erasable entity in a NAND Flash device. The size of the NAND Flash block is 128KB.  

When an Erase operation is performed, all the bits in the block are set to ñ1ò. However, the 

smallest programmable entity is a Byte (8 bits), and when a program operation is executed, all 

the bits are set to ñ0ò [7].  

 

1.3 NAND Flash Challenges 

The key characteristic of any type of Flash devices is the limited number of erase operations 

that can be performed on a block. As for the NAND Flash, the number of erase cycles can reach 

up to 100,000 [7] since this device is made out of organic materials. Like any organic material, 

it has a life span, and will eventually die. However, this number can be increased by 

implementing a few techniques such as Wear-Leveling, Error Correction, Bad Block 

Management and Garbage Collection. 

1.3.1 Wear-Leveling 

This technique is used to maximize the number of erase cycles for the Flash which comes in 

two different varieties: Dynamic Wear-Leveling and Static Wear-Leveling, where Dynamic 

Wear-Leveling is more popular and considered the new trend in the latest SSDs.  

Instead of using random available blocks, Dynamic Wear-Leveling tries to distribute an equal 

usage of all blocks in order to achieve a uniform use among the Flash device. The Static Wear-

leveling algorithms address another interesting problem which also minimizes the life of the 

Flash. This problem is associated with the limited maximum number of read cycles in between 

the erase cycles. This means, if the data retains in a block for a while and is read for too many 

times, the data can vanish and result in losing it without being able to get it back. Static Wear-

Leveling algorithms can solve this by moving the data in a scheduled manner [5]. 

1.3.2 Error Correction  

The idea here is simple, the more bits the better. These error correction algorithms aim to 

recover as many bad cells as possible in order to increase the life span of an SSD. However, it is 

very hard to implement since there are practical limitations in which affects how many bits can 

be corrected [8].  

1.3.3 Bad Block Management 

Bad blocks are developed overtime through use, and most of the time, the chip arrives from the 

manufacturer with bad blocks. This urged the development of algorithms to identify bad blocks 

and mark them in a table within the flash itself. This is done by reserving a few blocks for 

management separately from the rest of the Flash blocks. The smallest write unit is a sector. The 

smallest erase unit is a block which is typically 64 sectors. The user can keep on writing on the 

sectors as long as nothing has been written there, so if the user wants to write on the used sector, 

he has to erase the whole block.  When a cell is broken (1 bit) the whole block is marked as bad 
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by the bad block management algorithm, therefore, it is not used any more. This process is 

called Bad Block Management. In some cases, this is done by hardware using an intelligent 

microcontroller which is hidden from the upper-level file system [6]. 

1.3.4 Garbage Collection 

This is the process where valid data is moved from the invalid block to a new one, then perform 

an erase operation to the invalid block to make it available again [5].  

 

1.4 SSDs 

 

 

 

 

 

 

1.4.1 HDD Architecture and Operation 

Hard Disk Drives (HDDs) use rotating magnetic media, in the form of a disk, or a so called 

platter. The platter which is shown in Figure 4 rotates around several hundred times per second, 

and it contains the magnetic domains where data is written to. A closer look reveals the sliced 

division of the platter; each slice is called a sector which represents the minimum addressable 

area of an HDD, typically 512 B [20].  

                                    

Figure 4: HDD architecture 

 

Figure 3: SSD 

A Solid State Drive (SSD) is a data storage device that 

uses NAND-based Flash memory as its basic 

component to store data for a long period of time. 

However, this time duration is still unknown. It is 

predicted that within a few years, the SSD will replace 

the traditional Hard Disk Drive (HDD) due to many 

reasons that will be discussed further in this section. 

However, a brief description of the architecture of an 

HDD and an SSD is essential to get a better 

understanding of the technology. 
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A Track is a concentric surface around the middle of the platter, which the Head can address 

without moving. Typically, there is more than one platter in an HDD. Many HDDs have two, 

three or sometimes four or more platters.  

A cylinder is a set of tracks that sit on top of each other, so basically, the same track in each 

platter which the Heads can access without having to move. So, the Head is the triangular item 

that allows the user to read and write data to the magnetic system by moving back and forth in 

order to access different tracks on the media. In order to access different sectors, the media itself 

rotates at a very high speed. 

A Block is the intersection of a track and a sector which is the minimum addressable size of an 

HDD. This is done by specifying three things: The Cylinder, The Head number and The Sector 

number.  

HDDs spin the rotating platter underneath the head at a very high speed, in order for the head to 

find the blocks of data required by the user, it actually has to surf across the head, this is called 

the seek time, and then the media has to rotate underneath the head which is called the rotational 

latency.  

The seek time and the latency are mechanical issues that have been improved over the last 30 

years up to a certain limit. Another issue was that the heads are very close to the platters, which 

might scratch the platter and result in losing the data. These issues urged to find a replacement 

for the HDDs. 

1.4.2 SSD Architecture and Operation 

SSDs are very simple compared to HDDs as shown in Figure 5. The key element in SSDs is the 

NAND Flash component, where it contains up to 60 or 70 NAND Flash components.  

 

                              

Figure 5: SSD architecture 
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The NAND Flash components job is to store the raw data, such as platters in an HDD; these 

components are connected to a controller. The controllerôs job is to take that raw data storage 

and make it look like an HDD. The DRAM buffer allows the controller to function more 

quickly, by using it as a cache. 

The NAND Flash media are arranged in multiple planes which allow us to access the NAND in 

parallel, so rather than just having a single set of NAND that is accessible, the user can 

internally interlink these and while the user is doing some operation in plane 1, he can move to 

plane 2 and so on. The data move in and out through a cache element, and that further improves 

the performance of the NAND Flash memory. When the user reads data, it is initially 

transferred from the plane to the cache. When he writes it, it is initially transferred from the 

interface to the cache. The final element in the NAND Flash is the interface of the device. It 

allows the NAND Flash to interact with the controller. 

The controller is considered the brains of the SSD. It contains several elements, Flash Interface 

Modules (FIMs), Microcontroller, Buffer and an Error Correcting Code (ECC) memory. The 

FIMs physically and logically connect the controller to the individual NAND Flash devices. 

Each one of those FIMs is capable of talking to a number of NAND Flash components, and to 

the extent of adding more FIMs; the performance of the SSD will increase. 

The core of the controller is the Microcontroller, which is basically a processor that is running 

inside of it, that is taking the incoming data and manipulating it, stripping an error which might 

have occurred, making sure it is mapped to the right place and putting it either into the flash, or 

retrieving it from the flash and pushing it out to the system. In order for the microcontroller to 

work most efficiently, it has a DRAM cache. The DRAM cache has a reasonable amount of 

very low latency memory which allows the Microcontroller some working space. The SATA 

port is the connection between the SSD and the outside world. 

Unfortunately, the complete architecture of the controller is kept secret by vendors. Many 

stories are built around this issue, such as the creator of the controller is safely hiding in the 

woods in the northern parts of Sweden. However, it is predicted that within 10 years, using 

Reverse Engineering, the architecture will be revealed, and new methods to store and 

manipulate or even recover data from SSDs will be invented. 

1.4.3 SSD vs. HDD 

As discussed in the previous section, HDDs have lots of moving parts such as the motor to 

rotate the platters, the platters themselves and even the head. This makes an HDD more 

vulnerable to fail when moved in comparison to an SSD.  Also, it makes an SSD faster in 

read/write operation due to the fact that in an HDD, the head is physically at a different location 

from the file needed, however in an SSD, the file is located directly with the help of the 

controller.  

One of the most important differences is the power consumption. An SSD ïin idle mode 

consume 95% less power than an HDD and 85% less in active mode [9]. This is also due to the 

architecture of an SSD which contains no moving parts. Another important difference is the 
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silent operation of an SSD, which gives the user a unique experience to focus on the work done 

without any disturbing noise. 

One more important difference in my opinion is the temperature of an SSD. Laptop users 

always have the problem of the machine heating up on their laps. Using SSDs this is not an 

issue anymore since the temperature of a working Integrated Circuit (IC) is much less than the 

temperature of a moving motor. Table 2 below summarizes the differences between an HDD 

and an SSD. 

When we compare prices, SSDs with the capacity of only 30 GB cost around 2000 SEK (200 

Euros). On the other hand, HDDs with the capacity of 500 GB roughly cost around 500 SEK 

(50 Euros), this is due to the fact that SSDs are still new in the market, and companies want to 

make the best out of this new technology. The prices of SSDs will soon drop, and will be 

affordable by time like any other electronic equipment, as many vendors are competing with 

each other. 

 

 SSD HDD 

Industry Standard Dimensions YES YES 

Industry Standard Interface YES YES 

Moving Parts NO YES 

Power Consumption LOW HIGH 

Silent Operation YES NO 

Latency Time NO YES 

Seek Time NO YES 

Enter/Exit Hibernate FAST SLOW 

Sustained Read/Write Speed FAST FAST 

Weight LIGHT HEAVY 

Cost per GB HIGH LOW 

Capacity LOW HIGH 

Table 2: Comparative Analysis of SSD and HDD  
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CHAPTER 2: PROBLEM DEFINITION/GOALS 

 

Much research has been done to prove the existence of Data Remanence on magnetic media 

(HDDs). Much of this research focused on the consequences of Data Remanence of the 

magnetic media and how to avoid the issues caused by it, but none focused on the Data 

Remanence of the SSDs, due to the fact that the SSD technology is new, and was released only 

a few years ago. SSDs are considered the new generation of HDDs which will sooner or later 

cause the HDDs to go extinct. 

Organizations nowadays are well aware of the problems associated with Data Remanence that 

concerns the confidentiality of their secret data. It is predicted that SSDs will replace HDDs, by 

that time vendors must ensure the safety of the organizations data by implementing new 

techniques that will completely erase the data when necessary. The main question that rises up 

here is whether or not it is possible to completely erase information from SSDs. 

 

2.1 Goals 

The aim of this research is to identify the significance of secure data deletion in SSDs for the 

organizations. Later on, a study of the different secure deletion techniques will be performed to 

identify which of the technique is better for what type of devices. The aims will be achieved by 

fulfilling the following objectives:  

¶ Finding out data deletion methods used nowadays.  

¶ Finding out the criticality of the data used in the organizations.  

¶ Identify time to retrieve data under different scenarios.  

¶ Identify physical constraints on SSDs.  

¶ Effect on life expectancy of hardware.  

 

2.2 Limitations  

The prices of SSDs at this time vary between $600 and $2000. This made it very hard to 

actually own a single drive to perform different tests on it. Another limitation factor is the 

controller of the SSD. To create algorithms that will ensure the erasure of the Data from the 

media, the full operation and architecture must be available. In this case, the architecture and 

operation of the Controller which is the core of the SSD, is kept secret between the vendors.  

The only way to make the secrets of the Controller available is to perform different methods of 

Reverse Engineering.  Reverse Engineering is the process of discovering the architecture and 

operation of a certain device; it usually involves taking the device apart to deeply analyze it 

using different hardware operations. In our case, Reverse Engineering is not considered as a 
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valid solution, due to the fact that this Master Thesis is only 19 weeks which is would not be 

enough to acquire all the knowledge needed to finish this Thesis.    

One more limitation was the data recovery tool. In order to get accurate and valid results, the 

mechanism of the data recovery tool should be available. Unfortunately, the time for this thesis 

was not enough to research methods to recover data from SSDs in order to write software with a 

known technique to recover data in the experiments and validate the results. Due to this time 

constraint, we decided to rely on already available data recovery tools. 
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CHAPTER 3: METHODOLOGY 

 

This chapter addresses the methodology chosen to answer the presented research questions to 

achieve the main goals of this research. Sound research usually requires the author to be open-

minded and trustworthy [16]. Also, it is essential to validate the results. The two types of 

validity are internal and external validity. The internal validity refers to how accurate the 

independent variable is to produce the measured effect. In other words, if the effect on the 

dependent variable was only due to variations in the independent variables, then the internal 

validity is achieved.  

On the other hand, the external validity as explained by Campbell and Stanely is ñthe ability to 

generalize to or across exemplars of a particular, to the entire class of a particularò [21]. This 

research tries to achieve both types of validities by performing different types of quantitative 

and qualitative research methodologies. 

The most common methods used in todayôs researches are action research, experiment, case 

study and survey [17]. An action research is type of research where the main goal is to improve 

a certain skill or knowledge. It is usually done by team work. This type of research is not a 

library research; also it is not a research to find what is wrong, in the problem solving point of 

view. In other words, the purpose is not to know why things are done in a certain way, but how 

to do it in a better way [16].    

Surveys are a research method that involves distributing questionnaires to a widely ranged set of 

organizations in our case. These questionnaires usually contain fixed questions that are easy to 

analyze to provide quantitative answers that will help understand the current interests of these 

organizations [17].  

A case study is an intensive study of a single topic. This method is considered a systematic way 

of acquiring the general knowledge needed for a study, followed by collecting the data and 

finally analyze it to report the results. The components of a case study are according to YIN 

[18]: 

¶ The study questions 

¶ The propositions 

¶ The units of analysis 

¶ The logical link of the data and the propositions 

¶ The criteria used to understand the findings 

The last but not least research method is the experiment method of research. It is considered the 

cornerstone of the empirical approach to help motivate the theoretical results achieved by a 

previous study [17].   

Our methodology involves a mixed method approach using sequential exploratory procedure. 

The first part of this study starts with collecting the necessary information to apply a qualitative 

research by conducting a case study to answer some of the research questions (RQ1 to RQ3 in 
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the Research Questions section of this chapter). In the second part, a quantitative study is 

conducted based on the qualitative part to try to motivate the results concluded so far, and also 

try to answer the last research question (RQ4) by performing different experiments on SSDs. 

 

3.1 Research Questions  

The following Research Questions are answered in this thesis: 

¶ RQ1: How does SSDs retain data after deletion? 

¶ RQ2: What are the security risks of data retention in SSDs? 

¶ RQ3: What are the existing techniques to ñSecurity Eraseò data from SSDs? 

o RQ3a: What are the problems associated with these techniques? 

o RQ3b: What techniques are currently used by different manufacturers to 

ñSecurity Eraseò data on SSDs? 

¶ RQ4: How could SSDs be completely erased from sensitive data? 

3.1.1 RQ1: How does SSDs retain data after deletion? 

By studying the architecture and the operation of an SSD, and specifically the NAND cell, the 

Data Remanence effect will be revealed, and ways to recover the deleted data will be presented 

and discussed which will aid in finding the answers of the rest of the research questions. 

3.1.2 RQ2: What are the security risks of data retention in SSDs? 

The answer to this question will come right after getting the answer of the first question when it 

is proven that Data Remanence actually exists in SSDs. This answer will describe the issues 

caused by Data Remanence on the organizations. 

 3.1.3 RQ3: What are the existing techniques to ñSecurity Eraseò data from SSDs? 

In this question, the ATA standard ñSecurity Erasedò will be analyzed in order to motivate the 

answers of the first two questions, also, it will aid in understanding one of the methods 

organizations use to protect their secret information. Finally, we will be able to define the 

problems associated with this method and therefore, define the efficiency of this method. 

3.1.4 RQ4: How could SSDs be completely erased from sensitive data? 

The answer to this question will be the key of the whole research. Is it actually possible to erase 

data from SSDs? How safe are the secrets? 

 

3.2 Methodology Summery 

Figure 6 below summarizes the methodology that is planned for answering the proposed 

research questions. 
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Figure 6: Methodology Summary 

 

3.3 Information Collection  

This research starts with identifying the significant material that will aid in fully understanding 

SSDs. Material such as whitepapers, brochures, discussion forums, articles, projects, product 

specifications and press releases will contain information about SSD vendors, the architecture 

and the operation of SSDs, the benefits of SSDs, methods to recover and to erase data and of 

course, the previous related work that have been done by researches. 

 

3.4 Information Analysis 

This step comes right after collecting the necessary material. It involves deep analysis and 

interpretation in order to create useful knowledge out of it. The information is divided into 

certain categories: the basics of an SSD, which will lead into analyzing the components in order 

to create a clear vision on how the basic operations are performed, the current technologies used 

to ensure the safety of data, vendors specific operations to ñSecurity Eraseò the data, software 

that are used to recover the data and software to delete them. 

 

3.5 Case Study 

This step involves the analysis of an ATA standard called ñSecurity Eraseò which was invented 

in order to delete the information in a secure manner. In other words, this standard is meant to 

ensure the deletion of data in a way that the data can never be recovered. This standard is 

currently the most common way used by the military and organization to ensure the safety of 

their secret data which makes it very interesting to analyze further. 

 

3.6 Experiments 

This step motivates the results achieved by the theoretical part of this thesis. It involves simple 

experiments to delete data using different methods, and then try to recover the deleted data 

using algorithms that are available for organizations and users. 
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3.6.1 Variable Selection 

Independent Variables: 

1. Amount of data: Part of the capacity of the SSD, All the capacity of the SSD, Overwrite 

all the capacity of the SSD. 

2. Data Recovery Software: Stellar Phoenix Data Recovery Software, KROLL OnTrack. 

3. Data Shredding Tool: Eraser, CopyWipe, Active @ KillDisk FreeEdition, CMRR 

Security Erase Utility. 

4. Operating System: Windows XP, Windows 7. 

5. SSD Drive: Mtron SSD 2.5ò (16GB), OCZ SSD 2.5ò (30GB). 

Dependent Variables: 

1. Amount of data recovered from the new deleted data. 

2. Amount of data recovered from the overwritten deleted data. 

3.6.2 Experiment Design 

Six experiments were designed in order to prove the existence of Data Remanence in SSDs and 

to evaluate methods to delete data. Each experiment involves three main steps, write data on the 

drive, delete the data with a certain deletion tool, and then try to recover it with two different 

recovery tools.  

3.6.3 Result Analysis 

The results of the experiments were gathered and put in Table 3 as shown below. 

 
Part of the 

Capacity 
The Full Capacity 

Twice the 

Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in Mtron 

(%) 
      

Recovered Data in OCZ 

(%) 
      

Recovered Overwritten 

Data in Mtron (%) 
      

Recovered Overwritten 

Data in OCZ (%) 
      

Table 3: Result Table 

 



24 
 

CHAPTER 4: THEORETICAL WORK 

 

This chapter clearly states the reason behind the Data Remanence in SSDs, the methods used to 

recover this data, followed by a few suggestions to securely delete the data. Finally, an analysis 

of the current ATA standard to ñSecurity Eraseò the data is performed.  

 

4.1 Data Remanence in SSDs  

There are two main types of Data Remanence in SSDs, one is caused by software on the system 

level, and the other is caused by hardware on the machine level.  

4.1.1 System-Level Remanence 

Many Operating Systems (OSs) do not remove the actual content of a certain data when an 

erase operation is performed. They simply remove the pointer from the file system directory 

which actually points to the physical address on the SSD. This data will retain in the actual 

memory until the OS decides to reuse this space for storing new data. 

Many software available on the internet manage to recover the data deleted by the OS from an 

SSD by directly reading the NAND memory blocks. However, if the data was overwritten, it is 

still possible to recover the data on a hardware level as explained in the next section. 

4.1.2 Machine-Level Remanence 

As explained before, SSDs use NAND Flash technology to store the data. Also, it is good to 

remember that a programming operation causes the NAND cell to be negatively charged, which 

sets the bit to ñ0ò. On the other hand, an erase operation releases the negative charge into the 

floating gate which sets the bit to ñ1ò [7, 8]. Figure 7 represents the programming/erase 

operations performed at a single NAND cell. 

             

Figure 7: NAND Cell Operations (Source [10]) 
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Data Remanence occurs here due to a certain number of electrons being trapped in the thin 

oxide layer. This thin oxide layer is actually the storage capacitor dielectric which gets highly 

stressed by the applied voltage, or not stressed by the applied voltage depending on what was 

actually stored in that cell (i.e. either ñ0ò or ñ1ò). This characteristic of a NAND cell is called 

the hot-carrier effect [10, 11]. 

The state of an erased cell can be guessed by measuring the gain-induced leakage of this certain 

cell. This means measuring the voltage of the cell is enough to give a very good guess of what 

was stored in that bit [10]. 

4.1.3 Data Remanence Consequences  

This leads to a very ñdangerousò conclusion: attackers who might gain physical access to an 

SSD which previously had secret information stored (such as military confidential information 

or a banks account details) might actually be able to recover this data [12].  

Such a security breach may result in serious harm to the organization. In the military area 

perspective, it might result in revealing the weaponry secrets to the enemy, and eventually 

become more vulnerable to various threats. As for organizations such as banks, it might result in 

a loss of confidence from customers or even potential customers. 

  

4.2 Permanent Destruction of Data  

As explained earlier, SSDs retain the deleted data due to different reasons. A few methods to 

ensure the deletion of data are discussed in the following sections. 

4.2.1 Time 

The newly stored bit in the NAND cell will instantly start stressing the thin oxide layer and 

cause the Remanence effect on the cell. However, when this data is overwritten, the new stored 

bit will also instantly start stressing the cell and the greater amount of time this data stays in the 

cell, the more this cell is ñdilutedò which means that the Remanence of old data becomes less 

reliable [11]. 

The suggested technique here is to perform an erase operation on the secret information, then 

overwrite the same blocks with irrelevant information without a change for a very long period 

of time. This will minimize the Remanence effect of the secret data and make it very hard or 

virtually impossible for the attacker to retain any relevant information. 

In theory, this is considered a powerful solution. On the other hand, the organizations must 

consider the overwritten blocks as ñunusableò; hence the size of the SSD is reduced. 

4.2.2 Constantly Flipping the Bits 

Based on tests performed on the NAND cells, bits stored for one second might not cause a 

noticeable stress on the thin oxide layer. However, bits stored for one minute will give a clear 

and noticeable Remanence effect [11]. 
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By constantly flipping the bits in memory in very short time intervals, the bits will not have 

enough time to stress the cells; hence, the Remanence effect will be at minimal. However, this 

solution might not be efficient in the practical world since the performance of the SSD will be 

degraded in a noticeable manner.  

4.2.3 Software Solution 

Use predefined algorithms that tend to overwrite the memory blocks with series of data 

followed by an erase operation. Cycling these algorithms for more than 10 times will cause the 

Remanence effect to vanish, and therefore, secret information will remain deleted.   

4.2.4 Encryption 

The idea here is to encrypt the data before storing it in the SSD. This will make the data secure 

even if it falls in the wrong hands due to the Remanence effect. 

It is known that a cryptographic algorithm that is formally proven to be unbreakable does not 

exist [15]. However, a strong encryption might as well limit the number of people that can 

actually decrypt the secret data. 

The disadvantage here is obvious. The data is not considered 100% safe due to the fact that this 

cryptographic algorithm will be broken one day. An attacker who is interested in the secret 

information of an organization will put effort and dedicate his time and money to get the 

information in any way possible. 

4.2.5 Media Destruction 

The physical destruction is considered the most effective way to ensure the safety of data. On 

the other hand, it is also considered as the most expensive way to avoid the Remanence effect. 

SSDs are still considered an expensive storage media. This is due to the architecture of the 

controller that is kept secret between the vendors. 

Many ways are available worldwide to ensure the physical destruction of the media containing 

secret data. One of these ways is to use one of the Brinkmann Instruments [14] as shown in 

Figure 8, which uses centrifugal grinding mill that smashes the SSD into unusable tiny parts. 

                                              

Figure 8: Brinkmann Instrument  

Another efficient way is to use molten Sodium Hydroxide (NaOH) at 600°F or Hydrofluoric 

and Nitric Acid [14]. These chemicals are certified to ensure the complete destruction of a 

NAND memory. 
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4.2.6 TRIM command 

The TRIM command was created in order to delete files that are not used in a block. This 

means, if the user tends to delete one page in the block, the OS will inform the controller which 

then will move the whole block into the cache of the SSD, wipe the block clean and move the 

not deleted pages back into the block. This will increase the write performance, due to the fact 

that when a write operation is performed, the OS will write on a clean page and will not 

overwrite older data. 

When the operating system informs the controller to delete a certain file using the TRIM 

command, the controller cleans the cells at a physical level. This means that the electrons that 

are stored in the NAND flash cell are grounded and emptied from the cell. This resulted in a 

secure deletion of data from the SSDs, since no one can predict what this NAND flash cell 

contained earlier, and the Remanence effect disappears. 

Windows 7, which during the writing of the thesis, is the latest version of Microsoft Windows, 

comes with an application to execute the TRIM command when an SSD drive is detected.  

 

4.3 ATA Standard: Security Erase 

The Security Erase command is an ATA-6 standard that enables the destruction of the data in 

the SSD. In this thesis, the ñSanDisk SSD serial ATAò will be analyzed and the Security Erase 

operation will be explained. The results of this section will be verified by a few experiments 

that are held in the next chapter. 

4.3.1 SanDisk SSD serial ATA Block Diagram 

  

                                                         

Figure 9: SanDisk SSD Block Diagram (Source [13]) 

As explained earlier in chapter 1, the CPU here represents the controller which is the brain of 

this SSD aided by an SDRAM to execute operations faster. The Flash arrays contain the NAND 

flash components, and the SATA Controller allows the device to communicate with the 

machine via the SATA Connector.  
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Even though, the design looks simple, the detailed design of the CPU is still kept secret by the 

vendor for marketing purposes. The CPU contains information about the exact locations of the 

data stored in each NAND gate; hence, without knowing the architecture of the CPU, the SSD 

will remain as a Black Box in the userôs perspective.  

4.3.2 SanDisk SSD serial ATA Characteristics 

As discussed earlier in Chapter 1, SSDs are faster and more reliable storage devices when 

compared to HDDs. SSDs are faster in read/write operations, can handle more shock, has a very 

low power consumption, has a very light weight, very short access time and with no latency and 

seek time. The table below (Table 3) summarizes the most important characteristics of this 

specific SSD.  

 

Characteristic Value 

Burst read/write performance 150 MB/sec 

Access time 1 msec 

Seek Time 0 sec 

Latency Time 0 sec 

Power Consumption 5 VDC, 250 mV Peak-to-Peak  

Dynamic Wear Leveling YES 

Garbage Collection YES 

Error Correction YES 

Bad Block Management YES 

Operating Temperature  -25°C to +75°C 

Non-Operating Temperature -55°C to +95°C 

Altitude 80,000 feet above sea level 

Humidity 5% to 95% 

Shock 
1500 G half-sine pulses of 0.5 

ms  

Vibration 16.3 G RMS 

Table 4: SanDisk SSD Characteristics 

Moreover, this SSD has two LEDs one is green and one is red. These LEDs indicate the power-

on and busy states. When the green LED is on, this means that the SSD is receiving power. On 

the other hand, when the red one is on or blinking, this means the following [13]: 
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¶ The drive is active and performing operations. This is when the LED is lit. 

¶ The SATA cable is unplugged. This is when the LED is blinking. 

 

4.3.3 SanDisk SSD serial ATA Optional Jumpers 

Figure 10 shows the jumper pins that are placed on the back of the SSD drive.  

 

                               

   Figure 10: SanDisk SSD Optional Jumpers (Source [13]) 

 

When a jumper is placed on pins 3 and 4, the device becomes Write Protected. This means that 

the data in the SSD cannot be modified and/or deleted. If the jumper was placed on pins 5 and 

6, the device will perform a security erase operation that follows the ATA standard which is 

explained in the next section of this chapter.  

4.3.4 SanDisk SSD serial ATA Security Erase 

When a Security Erase operation is executed, the NAND cells are all filled with either 0ôs or 1ôs 

according to the ATA-6 Standard [19]. In the SanDisk case, this is done by either executing the 

command code F4h or by simply applying the jumper to pins 5 and 6 as explained above. 

However, there is an optional Enhanced Security Erase that might be used by vendors to 

achieve complete destruction of data, this is called sanitize by SanDisk. 

The Sanitize command is very flexible, since by only changing the arguments to the command, 

the user can destroy the data in different methods. This commandôs parameter enables up to 

three stages of destruction processes. Each consists of an erase operation followed by a write 

process with different kinds of data patterns for a certain number of times [13]. An example of 

the sanitize operation is shown below: 

1. Erase (Fill with 0ôs or 1ôs all the NAND cells) and fill up with $ character 5 times. 

2. Erase and fill up with @!#$ 8 times. 

3. Erase. 

This example shows the three stages that the SSD have been through to ensure the destruction 

of the data. The data here is erased and overwritten with random values a certain number of 
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times which will remove the remove the Remanence effect from the NAND cells. By 

overwriting the data many times, the probability of overwriting each NAND cell is higher since 

the controller which still cannot be accessible by the user due to its secret nature, is responsible 

of mapping the data to the Flash array.  

The SanDisk SSD already contains several Sanitize standards. A list of these standards with a 

short description of each standard is shown in the following table (Table 4) [13].  

 

     Operation        Command 

Execute the default Sanitize procedure 
(Security Erase). 

0x00  

Erase the media (Security Erase).  0x41  

USA-AF AFSSI 5020  

Erase the media and overwrite with random 
data.  

0x41  

DoD 5220.22-M  

Erase the media and overwrite with single 
character, then erase again.  

0x84  

NSA Manual 130-2  

Erase the media and overwrite with random 
data 2 times, then erase and overwrite with a 
character.  

0x81  

USA-Army 380-19  

Erase the media and overwrite with random 
data, erase and overwrite with a character, 
then erase and overwrite with complement 
of the character.  

0xC1  

NISPOMSUP Chap 8, Sect. 8-501  

Overwrite all locations with a character, its 
complement, and then random data.  

0xD0  

IREC (IRIG) 106:  

Erase the media, overwrite with 0x55, erase, 
overwrite with 0xAA, erase.  

0xD0  

Erase the media and overwrite with random 
data (different data each time) 21 times.  

0x41  

Erase the media and overwrite with random 
data (different data each time) 381 times  0xD5  

USA Navy NAVSO P-5239-26  

Erase the media and overwrite with random 
data, then erase again.  

0x85 

Table 5: Sanitize Standards 
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Note that, bad blocks that are accumulated during the use of this SSD are going through the 

same process as normal blocks; however, the bad blocks that are there from the manufacturing 

process do not undergo the Sanitize process. Furthermore, each of these commands has its own 

unique parameters that are not listed in this table.  

The next section will discuss a few programs that are used to execute these commands and 

eventually, Sanitize the SSD. 

 

4.4 SSD Data Destruction Tools 

To execute the ATA-6 commands, the user must use Hard-Disk low-level editing tools. 

However, in this thesis, we decided to use a few existing software that can erase and rewrite the 

SSD with various patterns in order to completely erase the data. Table 5 contains the list of the 

suggested tools that are studied with a brief description of every one of them.  

 

Data Destruction Tool Description License 

Eraser 

Developed by Heidi, Overwrite the 

hard-drive with carefully selected data 

patterns several times. 

Freeware 

DBAN 
Developed by Darikôs Boot and Nuke, 

Operation not explained. 
Freeware 

CopyWipe 

Developed by TeraByte, Uses some of 

the standards mentioned in the 

previous section. 

Freeware 

Active @ KillDisk 

FreeEdition 

Developed by LSoft Technologies, 

Uses some of the standards mentioned 

in the previous section. 

Freeware 

PC-INSPECTOR e-maxx 
Developed by PC, Operation not 

explained.  
Freeware 

CMRR Security Erase Utility 
Developed by CMRR, Access ATA-6 
standard commands. 

Freeware 

Blancco 
Developed by Blancco Ltd., Overwrite 

the drive with random data. 
Commercial 

Table 6: Data Destruction Tools 
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4.5 SSD Data Recovery Tools 

Many tools and software that claim to recover the deleted data from SSDs are already available 

on the internet. In this thesis, two such software were studied and tested in order to prove the 

existence of Data Remanence in SSDs, and also, to test the efficiency of the data destruction 

tools discussed in the previous section of this chapter.  

Kroll OnTrack data recovery software and Stellar Phoenix data recovery software are two 

popular data recovery tools that are used worldwide in order to retain the lost or corrupted data. 

The prices of these software are around $100 USD. However, the trial version allows the user to 

view the recovered data. This allowed us to use these trial versions in our experiments that are 

explained in the next chapter. 

In this thesis, the main concern was to focus on data deletion techniques and software. 

However, in order to get valid results from the experiments, the data had to be recovered using 

already tested and efficient data recovery software. The reason behind choosing Stellar Phoenix 

and Kroll OnTrack was the popularity and the user reviews, where these two software have the 

highest reviews among many others. Another reason was that these two software, claim to 

recover data specifically from SSDs, unlike many recovery tools that recover from magnetic 

media that are available on the internet.  

Many Computer Forensics tools already exist such as ToolKit and EnCase that aim to recover 

insecurely deleted data from storage mediums. However in this thesis we decided to use tools 

that explicitly claim to recover data from SSDs.  

 

4.6 SSD and Windows 7 

Many features in current operating systems such as hibernation and defragmentation are not 

supported by the SSD. Our main concern is the disk defragmentation. Files are stored in a 

normal HDD in various locations, so, Windows invented an application that actually cleans the 

HDD from unwanted files and put the rest in order. This efficiently increased the performance 

of the drive.  

However, in SSDs, the read/write cycles should be kept to a minimum, due to the fact that the 

NAND flash cell wears out as discussed earlier. So, this feature should be disabled for all SSDs 

in order to get the drive to work for as long as possible. 

Now, Windows 7 solved these problems as it detects an SSD when installed, and then 

automatically disables all unnecessary or harmful functions. Windows 7 also partition the SSD 

in an efficient way in order to minimize the read/write cycles. 

The most important feature of Windows 7 is the ability to perform the TRIM command, which 

is claimed to keep the SSD clean and secure. But will this bring the data shredding softwares to 

an end?  
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CHAPTER 5: EMPIRICAL STUDY 

 

In this chapter, we explain the experiments that we carried out to prove the Data Remanence in 

SSDs when a normal erase operation is performed under the Windows Environment, we then 

carried out other experiments to try to completely erase the data from the SSD using different 

Data destruction software. In total six different experiments were carried out as follows:  

1. Experiments that involve normal erase operations under the Windows XP environment. 

2. Experiments that involve erase operations using the Eraser tools also under the 

Windows XP environment. 

3. Experiments that involve erase operations using the CopyWipe under the DOS 

environment.  

4. Experiments that involve erase operations using the TRIM command under the 

Windows 7 environment. 

5. Experiments that involve erase operations using Blancco under the Windows XP 

environment. 

6. Experiments that involve erase operations using CMRR under the DOS environment. 

The purpose of using different Data Destruction software is to analyze the outputs of each 

software and put them in comparison with each other in order to generalize the results and find 

the best method to erase the data. Each one of the experiments listed above contains the 

following three sub-experiments:  

1. Writing only a part of the capacity of the drive. 

2. Writing the full capacity of the drive. 

3. Writing twice the capacity of the drive, i.e. overwriting the drive.  

The purpose here is to explore the behavior of the SSD in all possible scenarios. The 

experiments are done on two SSD drives from two different vendors (Mtron and OCZ) in an 

attempt to create more general results. 

The variables used among all experiments are: 

3. Amount of data: Part of the capacity of the SSD, All the capacity of the SSD, Overwrite 

all the capacity of the SSD. 

4. Data Recovery Software: Stellar Phoenix Data Recovery Software, KROLL OnTrack. 

5. Data Shredding Tool: Eraser, CopyWipe, Active @ KillDisk FreeEdition, CMRR 

Security Erase Utility. 

6. Operating System: Windows XP, Windows 7. 

7. SSD Drive: Mtron SSD 2.5ò (16GB), OCZ SSD 2.5ò (30GB). 

The machine that was used for the experiments was one HP Compaq dx5150 and one HP 

Compaq dc5750 Desktop PCs. 
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5.1 Normal Windows Erase Operations 

In this part, normal windows erase operations are performed in order to prove the existence of 

Data Remanence in SSDs. 

5.1.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by a normal 

erase operation in windows XP. The data is occupying 4 GBs of the total capacity of the SSD. 

The hypotheses formed in order to start implementing this experiment are: 

h0: SSDs retain the data after a normal erase operation. 

h1: SSDs might retain all the data when a part of the capacity of the SSD is written and erased. 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen 4GB of data to the SSD. 

4. Erase using normal erase operation. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 

5.1.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by a normal 

erase operation in windows XP. The data is occupying the full capacity of the SSD. The 

hypotheses formed in order to start implementing this experiment are: 

h0: SSDs retain the data after a normal erase operation. 

h1: SSDs might retain all the data when the full capacity of the SSD is written and erased. 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen data to fill up the SSD. 

4. Erase using normal erase operation. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 
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5.1.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by a normal 

erase operation in windows XP. The data is occupying the full capacity of the SSD then erased, 

and filled up again with different data. The hypotheses formed in order to start implementing 

this experiment are: 

h0: SSDs retain the data after a normal erase operation. 

h1: SSDs do not retain overwritten data. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen data to fill up the SSD twice. 

4. Erase using normal erase operation. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 

5.1.4 Normal Windows Erase Operations Experiment Results 

The table below (table 6) summarizes the results of the first experiment when the SSD is erased 

by normal erase operations in Windows. 

 
Part of the 

Capacity 
The Full Capacity Twice the Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in 

Mtron (%) 
100% 100% 100% 100% 100% 100% 

Recovered Data in OCZ 

(%) 
100% 100% 100% 100% 100% 100% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 10% 10% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 10% 10% 

Table 7: Amount of data that was recovered when the normal windows erase operations 

was used 
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According to the table above: 

1. Both SSDs retain all the data when an erase operation under the Windows environment 

is performed. 

2. Both SSDs retain a small amount of the overwritten data. 

3. Both data recovery software programs managed to recover all the deleted data. 

 

5.2 Eraser Operations using Eraser 

In this part, erase operations using Eraser are performed in order to try to completely erase the 

data from the SSD. 

5.2.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by Eraser in 

windows XP. The data is occupying 4 GBs of the total capacity of the SSD. The hypotheses 

formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Eraser is performed. 

h1: SSDs do not retain the data when a part of the capacity of the SSD is written and erased 

using Eraser. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen 4GB of data to the SSD. 

4. Erase using Eraser. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.2.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by Eraser in 

windows XP. The data is occupying the full capacity of the SSD. The hypotheses formed in 

order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Eraser is performed. 

h1: SSDs do not retain the data when the full capacity of the SSD is written and erased using 

Eraser. 
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The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen data to fill up the SSD. 

4. Erase using Eraser. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.2.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by Eraser in 

windows XP. The data is occupying the full capacity of the SSD then erased, and filled up again 

with different data. The hypotheses formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Eraser is performed. 

h1: SSDs do not retain overwritten data. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows XP. 

3. Copy the chosen data to fill up the SSD twice. 

4. Erase using Eraser. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.2.4 Erase Operations using Eraser Experiment Results 

The table below (table 7) summarizes the results of the first experiment when the SSD is erased 

by Eraser in Windows. 
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Part of the 

Capacity 
The Full Capacity 

Twice the 

Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in Mtron 

(%) 
3% 0% 3% 0% 3% 0% 

Recovered Data in OCZ 

(%) 
3% 0% 3% 0% 3% 0% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 1% 0% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 1% 0% 

Table 8: Amount of data that was recovered when the erase operations using Eraser was 

used 

According to the table above: 

1. Kroll OnTrack data recovery software failed to recover any amount of data after an 

erase operation using Eraser was performed. 

2. Stellar Phoenix data recovery software managed to recover a very low amount of data 

after an erase operation using Eraser was performed. 

3. Both SSDs retained a few amount of data after an erase operation using Eraser was 

performed.  

4. Both SSDs retain a small amount of the overwritten data. 

 

5.3 Erase Operations using CopyWipe 

In this part, erase operations using CopyWipe are performed in order to try to completely erase 

the data from the SSD. 

5.3.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by CopyWipe. 

The data is occupying 4 GBs of the total capacity of the SSD. The hypotheses formed in order 

to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using CopyWipe is performed. 

h1: SSDs do not retain the data when a part of the capacity of the SSD is written and erased 

using CopyWipe. 
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The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows. 

Note: CopyWipe do not use Windows to run. 

3. Copy the chosen 4GB of data to the SSD. 

4. Boot CopyWipe from a boot CD. 

5. Erase the drive using CopyWipe. 

6. Boot Windows again. 

7. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

8. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

9. Connect OCZ SSD. 

10. Repeat steps 3 ï 8. 

The erase operation took approximately 100 minute to complete. 

5.3.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by CopyWipe. 

The data is occupying the full capacity of the SSD. The hypotheses formed in order to start 

implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using CopyWipe is performed. 

h1: SSDs do not retain the data when the full capacity of the SSD is written and erased using 

CopyWipe. 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows. 

Note: CopyWipe do not use Windows to run. 

3. Copy the chosen data to fill up the SSD. 

4. Boot CopyWipe from a boot CD. 

5. Erase the drive using CopyWipe. 

6. Boot Windows again. 

7. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

8. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

9. Connect OCZ SSD. 

10. Repeat steps 3 ï 8. 

The erase operation took approximately 100 minute to complete. 

5.3.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by CopyWipe. 

The data is occupying the full capacity of the SSD then erased, and filled up again with different 

data. The hypotheses formed in order to start implementing this experiment are: 
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h0: SSDs do not retain the data when an erase operation using CopyWipe is performed. 

h1: SSDs do not retain overwritten data. 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows. 

Note: CopyWipe do not use Windows to run. 

3. Copy the chosen data to fill up the SSD twice. 

4. Boot CopyWipe from a boot CD. 

5. Erase the drive using CopyWipe. 

6. Boot Windows again. 

7. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

8. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

9. Connect OCZ SSD. 

10. Repeat steps 3 ï 8. 

 

The erase operation took approximately 100 minute to complete. 

5.3.4 Erase Operations using CopyWipe Experiment Results 

The table below (table 8) summarizes the results of the first experiment when the SSD is erased 

by CopyWipe. 

 
Part of the 

Capacity 
The Full Capacity 

Twice the 

Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in Mtron 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Data in OCZ 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 0% 0% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 0% 0% 

Table 9: Amount of data that was recovered when the erase operations using CopyWipe 

was used 
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According to the table above: 

1. CopyWipe efficiently erased the data from both SSDs. 

2. Both data recovery softwares could not recover any of the erased data. 

3. The overwritten data is completely erased and could not be recovered. 

 

5.4 Erase Operations using the TRIM command 

In this part, erase operations using TRIM command under Windows 7 are performed in order to 

try to completely erase the data from the SSD. 

5.4.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by the TRIM 

command. The data is occupying 4 GBs of the total capacity of the SSD. The hypotheses 

formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using the TRIM command is performed. 

h1: SSDs do not retain the data when a part of the capacity of the SSD is written and erased 

using the TRIM command. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen 4GB of data to the SSD. 

4. Erase using the TRIM command. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 

5.4.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by the TRIM 

command. The data is occupying the full capacity of the SSD. The hypotheses formed in order 

to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using the TRIM command is performed. 

h1: SSDs do not retain the data when the full capacity of the SSD is written and erased using the 

TRIM command. 
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The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD. 

4. Erase using the TRIM command. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 

5.4.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by the TRIM 

command. The data is occupying the full capacity of the SSD then erased, and filled up again 

with different data. The hypotheses formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using the TRIM command is performed. 

h1: SSDs do not retain overwritten data. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD twice. 

4. Erase using the TRIM command. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 1 minute to complete. 

5.4.4 Erase Operations using the TRIM command Experiment Results 

The table below (table 9) summarizes the results of the first experiment when the SSD is erased 

by the TRIM command. 
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Part of the 

Capacity 
The Full Capacity Twice the Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in 

Mtron (%) 
100% 100% 100% 100% 100% 100% 

Recovered Data in OCZ 

(%) 
100% 100% 100% 100% 100% 100% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 100% 100% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 100% 100% 

Table 10: Amount of data that was recovered when the erase operations using the TRIM 

command was used 

 

According to the table above: 

1. Both SSDs retain all the data when an erase operation under the Windows 7 

environment is performed. 

2. Both SSDs retain a small amount of the overwritten data. 

3. Both data recovery softwares managed to recover all the deleted data. 

4. The TRIM command failed to securely erase the data from both SSDs. 

 

5.5 Erase Operations using Blancco 

In this part, erase operations using Blancco are performed in order to try to completely erase the 

data from the SSD. 

5.5.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased Blancco. The 

data is occupying 4 GBs of the total capacity of the SSD. The hypotheses formed in order to 

start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Blancco is performed. 

h1: SSDs do not retain the data when a part of the capacity of the SSD is written and erased 

using Blancco. 
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The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen 4GB of data to the SSD. 

4. Erase using the Blancco. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.5.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by Blancco. 

The data is occupying the full capacity of the SSD. The hypotheses formed in order to start 

implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Blancco is performed. 

h1: SSDs do not retain the data when the full capacity of the SSD is written and erased using 

Blancco. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD. 

4. Erase using the Blancco. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.5.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by Blancco. 

The data is occupying the full capacity of the SSD then erased, and filled up again with different 

data. The hypotheses formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using Blancco is performed. 

h1: SSDs do not retain overwritten data. 

 

 

 

 



45 
 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD twice. 

4. Erase using Blancco. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 3 minute to complete. 

5.5.4 Erase Operations using Blancco Experiment Results 

The table below (table 10) summarizes the results of the first experiment when the SSD is 

erased by Blancco. 

 

 
Part of the 

Capacity 
The Full Capacity 

Twice the 

Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in Mtron 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Data in OCZ 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 0% 0% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 0% 0% 

Table 11: Amount of data that was recovered when the erase operations using Blancco 

was used 

 

According to the table above: 

1. Blancco efficiently erased the data from both SSDs. 

2. Both data recovery softwares could not recover any of the erased data. 

3. The overwritten data is completely erased and could not be recovered. 
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5.6 Erase Operations using CMRR 

In this part, erase operations using CMRR are performed in order to try to completely erase the 

data from the SSD by accessing the ATA standard Security Erase. 

5.6.1 Writing a part of the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased using CMRR. 

The data is occupying 4 GBs of the total capacity of the SSD. The hypotheses formed in order 

to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using CMRR is performed. 

h1: SSDs do not retain the data when a part of the capacity of the SSD is written and erased 

using CMRR. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen 4GB of data to the SSD. 

4. Erase using the CMRR. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 60 minute to complete. 

5.6.2 Writing the full capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by CMRR. 

The data is occupying the full capacity of the SSD. The hypotheses formed in order to start 

implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using CMRR is performed. 

h1: SSDs do not retain the data when the full capacity of the SSD is written and erased using 

CMRR. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD. 

4. Erase using the CMRR. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 
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The erase operation took approximately 60 minute to complete. 

5.6.3 Writing twice the capacity of the SSD 

The objective of this experiment is to recover the data from an SSD when erased by CMRR. 

The data is occupying the full capacity of the SSD then erased, and filled up again with different 

data. The hypotheses formed in order to start implementing this experiment are: 

h0: SSDs do not retain the data when an erase operation using CMRR is performed. 

h1: SSDs do not retain overwritten data. 

 

The list of tasks performed: 

1. Connect Mtron SSD. 

2. Run PC under Windows 7. 

3. Copy the chosen data to fill up the SSD twice. 

4. Erase using CMRR. 

5. Run Stellar Phoenix Data Recovery Software and try to recover the data. 

6. Run KROLL OnTrack Data Recovery Software and try to recover the data. 

7. Connect OCZ SSD. 

8. Repeat steps 3 ï 6. 

The erase operation took approximately 60 minute to complete. 

5.6.4 Erase Operations using CMRR Experiment Results 

The table below (table 11) summarizes the results of the first experiment when the SSD is 

erased by CMRR. 

 
Part of the 

Capacity 
The Full Capacity 

Twice the 

Capacity 

Recovery Software Stellar Kroll  Stellar Kroll  Stellar Kroll  

Recovered Data in Mtron 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Data in OCZ 

(%) 
0% 0% 0% 0% 0% 0% 

Recovered Overwritten 

Data in Mtron (%) 
--- --- --- --- 0% 0% 

Recovered Overwritten 

Data in OCZ (%) 
--- --- --- --- 0% 0% 

Table 12: Amount of data that was recovered when the erase operations using CMRR was 

used 
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According to the table above: 

1. CMRR efficiently erased the data from both SSDs. 

2. Both data recovery softwares could not recover any of the erased data. 

3. The overwritten data is completely erased and could not be recovered. 
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CHAPTER 6: RESULTS 

 

In this thesis, we have shown that Data Remanence exist in SSDs, both the system-level and the 

machine-level. This might cause harm to many organizations that tend to delete information that 

is meant to be secret, which if revealed, might harm the future of these organizations. 

Many methods to completely erase the data from HDDs already exist, and some of these 

methods might be applied to SSDs such as encryption and media destruction. However, new 

ideas and methods are presented in this thesis to ensure the safety of the deleted data such as the 

time method, constantly flipping the bits in the SSD, overwrite each cell using a software 

several times with random data and the TRIM command in Windows 7. 

A ñSecurity Eraseò command already exists as an ATA standard in almost all SSDs. This 

command when executed tends to overwrite each NAND flash cell with either a ñ0ò or a ñ1ò. 

This command was also tested, as many other erasing softwares, in order to validate the 

methods to completely erase the data from the SSDs. The first experiment involved deleting 

data using a normal erase operation in Windows XP. This experiment was held in order to prove 

the existence of Data Remanence in SSDs. As a result, we managed to recover all the data that 

was supposedly deleted. 

In the second experiment, the data was erased using the Eraser tool that tends to overwrite the 

SSD once with a predefined algorithm called the pseudorandom algorithm. This software was 

tested in order to validate its outcomes. As a result of this experiment, we recovered 

approximately 3% of the deleted data.  

As for the third experiment that used CopyWipe, we could not recover any of the deleted data. 

CopyWipe uses Gutmann algorithms to overwrite all the NAND flash cells 36 times to ensure 

the deletion of data. 

In the next experiment, the TRIM command in Windows 7 was tested to securely delete the 

data. However, it did not work and all the data was recovered. The fifth experiment focused on 

using Blancco, which is a software to erase data being developed by SafeIT. We could not 

recover any data after being erased using Blancco. The final experiment used a software 

developed by CMRR that can execute the ATA standard ñSecurity Eraseò. We could not 

recover any data after that type of erase since when executing the ñSecurity Eraseò command, 

each and every NAND cell is overwritten with a ñ0ò or a ñ1ò. 

Next, we will address each Research Question in this thesis: 

RQ1: How does SSDs retain data after deletion? 

Data Remanence exists in SSDs due to either system-level remanence or machine-level 

remanence. System-level remanence occurs due to the fact that many OSs remove only the 

pointer to the data from the file system when an erase operation is performed. As for the 

machine-level remanence, it occurs when a certain number of electrons are trapped in the thin 

oxide layer. This was also proven by executing an experiment in Chapter 5. 
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RQ2: What are the security risks of data retention in SSDs? 

Attackers who might gain physical access to SSDs containing confidential data such as military 

secret information might be able to recover this data and reveal these secrets. The military will 

eventually become more vulnerable to enemy threats. As for organizations, this might result in a 

loss of confidence from customers or even potential customers and will harm the reputation of 

the organization. 

RQ3: What are the existing techniques to ñSecurity Eraseò data from SSDs? 

RQ3a: What are the problems associated with these techniques? 

RQ3b: What techniques are currently used by different manufacturers to ñSecurity Eraseò 

data on SSDs? 

Security Erase is an ATA standard that tends to overwrite each NAND flash cell with either a 

ñ0ò or ñ1ò. This command can be executed by either software that can access these commands 

or by using Hard-Disk low-level editing tools. Vendors do not specify a certain way to execute 

these commands and it is left up to the user to decide. The software that was used in Chapter 6 

was developed by CMRR, and it can access the Security Erase command, hence execute it to 

wipe out the data from the SSD. 

Unfortunately, many motherboards contain BIOS that sets the SSD when booted in a ñFreeze 

Lockò state which will disable the Security Erase Unit and therefore, it cannot be executed.  

RQ4: How could SSDs become completely erased from sensitive data? 

This can be done using physical media destruction methods such as Brinkmann Instruments, 

Molten Sodium Hydroxide or Hydrofluoric and Nitric Acid. Another way is to constantly flip 

the bits. The most efficient way is to use the ATA standard Security Erase, or one of the 

softwares tested in this thesis such as Blancco and CopyWipe. 
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CHAPTER 7: DISCUSSION 

 

In this chapter we will discuss the results from the theoretical and the empirical parts, in order to 

set the advantages and disadvantages of each permanent data destruction method tested in this 

thesis. Also, a discussion of the obstacles that occurred during the experiments will take place to 

try to find the reasons behind them.  

 

7.1 Theoretical Study 

In the theoretical part, the cause of Data Remanence was explained, and therefore, solutions 

were suggested to permanently delete the data. The solutions were: time, constantly flipping the 

bits, software solution, encryption and media destruction. 

7.1.1 Time 

When a NAND cell is programmed, it will instantly start stressing the thin oxide layer that is the 

cause of the Remanence effect. By overwriting the secret information in the SSD, and leave the 

new data for a long period of time, it will also start stressing the thin oxide layer and therefore, 

the old data will vanish for good. 

In theory this is applicable, however, the owner of the SSD should consider the overwritten 

cells as ñunusableò. This cannot be done as long as the architecture of the controller, which is 

responsible of mapping the data in the Flash cells, is kept secret, due to the fact that the user 

does not know the exact location of the data he previously stored.  

7.1.2 Constantly Flipping the Bits 

If bits are stored for a few seconds in the NAND flash cell, the Remanence effect is not 

noticeable. Therefore, by constantly flipping the bits, the Data Remanence can be avoided. 

However, even if this might work in theory, the NAND cells will wear out very fast due to the 

limited number of read/write cycles the NAND cell has. 

7.1.3 Software Solution 

Using either the ATA standard ñSecurity Eraseò that will overwrite each NAND flash cell with 

either a ñ0ò or a ñ1ò will permanently erase the data. Another way is to use softwares such as 

Blancco, CopyWipe. These softwares have predefined algorithms that tend to overwrite the 

memory blocks with series of data followed by an erase operation. These softwares were tested 

in Chapter 5. 

7.1.4 Encryption 

If the recovered data by the attacker was encrypted, the data is still secure. However, any 

cryptographic algorithm is breakable, so this is not considered a powerful solution. 
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7.1.5 Media Destruction 

This method aims to physically destruct the SSD. This is done by using one of the Brinkmann 

Instruments, Sodium Hydroxide or Hydrofluoric and Nitric Acid. This is a powerful solution; 

however, the user will lose the SSD. 

7.1.6 TRIM Command 

The TRIM command cleans the cell at a physical level. This might be a powerful solution, 

however it should be tested. An experiment performed to test the TRIM command was held in 

Chapter 6. 

 

7.2 Empirical Study 

In the empirical part, experiments were held in order to find the best way to delete the data and 

ensure the complete destruction of this data. The experiments were done using two SSDs 

developed by two different vendors, and the results were compared in order to see the behavior 

of different types of SSDs against different types of deleting techniques. 

7.2.1 Normal Windows Erase Operations 

All the data that was deleted in this experiment was recovered using two different recovery 

software tools. This means that Data Remanence exist, therefore the user should take measures 

when deleting the files.  

When a NAND cell is overwritten, the newly stored bit will instantly start stretching the thin 

oxide layer; therefore, the residue of the old stored bit will vanish. However, a small amount of 

the overwritten data was recovered. This might mean ï since the controller architecture is 

unknown- that the user cannot overwrite every NAND cell manually and some NAND cells still 

contain a few of the old data. 

7.2.2 Erase Operations using Eraser 

Stellar Phoenix managed to recover a very low amount of data; while on the other hand, Kroll 

OnTrack failed. By overwriting the data once with the pseudorandom algorithm, we managed to 

erase most of the data completely, but not all. This also might mean that this software could not 

access each and every NAND cell manually to overwrite it, and some cells remain the same 

without being overwritten. 

7.2.3 Erase Operations using CopyWipe 

CopyWipe managed to completely erase the data from the SSD and both recovery software 

tools could not find any residue when scanning the Flash array. This might be considered a 

powerful solution. On the other hand, the SSD will wear out faster than expected since the SSD 

is overwritten many times, which means many read/write cycles. Also, the erase operation took 

more than 3 hours to complete, which is considered too long. 
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7.2.4 Erase Operations using the TRIM command 

After erasing the data using windows 7 and the TRIM command, both data recovery softwares 

managed to recover all the data. The reason behind this might be that Windows 7 that was used 

to perform this experiment was a Release Candidate version, and the TRIM command is still not 

effective in it. Another reason might be that the TRIM command does not completely erase the 

data, as it was not initially created to perform erase operations. 

7.2.5 Erase Operations using Blancco 

Blancco managed to erase the data completely from the SSD. It was a fast efficient way to 

securely delete the data by overwriting the NAND cells. This solution might be considered the 

most efficient solution among all others, due to its speed and results. 

7.2.6 Erase Operations using CMRR 

This software executed the ATA standard Security Erase and managed to completely erase the 

data from the SSD. However, one of the PCs used to perform this experiment sets the drive to 

ñFreeze lockò mode which therefore, the ATA commands could not be executed. The other PC 

managed to boot the Mtron SSD normally but not the OCZ SSD. Therefore, the experiment was 

done only on the Mtron SSD. The operation took 1 hour to complete but it erased the SSD 

completely and no data could be recovered.   
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CHAPTER 8: CONCLUSIONS & FUTURE WORK 

 

SSDs will soon replace the traditional HDDs due to its unique characteristics that will define the 

future of storage devices. This shift in technologies might cause many problems for 

organizations that tend to delete the data in a regular way due to the Data Remanence that will 

make it possible for the attacker to recover this data.  

A good way to ensure the deletion of data is by executing the ATA standard ñSecurity Eraseò 

that will overwrite each and every NAND flash cell in the SSD with either a ñ0ò or a ñ1ò. 

Another way is to use CopyWipe or Blancco data shredding tools. These software tools will 

overwrite the NAND flash cells with random data several times in order to achieve the secure 

deletion of the data. However, we are still not sure that the data is 100% erased from the drive 

since there might be some data recovery tool that will recover the data and was not tested in this 

thesis. 

One of the limitations this research had was the secret nature of the controller in the SSD. This 

controller is responsible for mapping the data in the Flash arrays. By knowing the architecture 

of the controller, a researcher might have the ability to access the Flash array directly in order to 

erase a Flash cell, and therefore, ensure the deletion of the selected data only without going 

through the whole Flash array. 

Another limitation was the inability to access the ATA command set. A researcher might be 

able to access these commands by using a Hard-Disk low-level editing tool and write a program 

that will execute the ñSecurity Eraseò command and even the ñTRIMò command.  

As a future work, it would be interesting if Reverse Engineering was applied to reveal the 

secrets of the controller as well as its exact operation in order to invent new improved methods 

to securely delete the data from SSDs. Also, it would be interesting if a research was held in 

order to explore methods that will execute the ATA standards, hence create software that will 

ñSecurity Eraseò the data. 
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APPENDIX A: ATA COMMANDS 

 

Command Name  Command Code (Hex)  

CHECK POWER MODE  98h E5h  

DOWNLOAD MICROCODE  92h  

EXECUTE DEVICE DIAGNOSTIC  90h  

FLUSH CACHE  E7h  

FORMAT UNIT  F7h  

IDENTIFY DEVICE  ECh  

IDENTIFY DEVICE DMA  EEh  

IDLE  97h E3h  

IDLE IMMEDIATE  95h E1h  

INITIALIZE DEVICE PARAMETERS  91h  

NOP  00h  

READ BUFFER  E4h  

READ DMA (w/ retry)  C8h  

READ DMA (w/o retry)  C9h  

READ MULTIPLE  C4h  

READ SECTOR(S) (w/ retry)  20h  

READ SECTOR(S) (w/o retry)  21h  

READ VERIFY SECTOR(S) (w/ retry)  40h  

READ VERIFY SECTOR(S) (w/o retry)  41h  

RECALIBRATE  10h  

SANITIZE (including fast secure erase)  82H  

SECURITY DISABLE PASSWORD  F6h  

SECURITY ERASE PREPARE  F3h  

SECURITY ERASE UNIT  F4h  

SECURITY FREEZE  F5h  

SECURITY SET PASSWORD  F1h  

SECURITY UNLOCK  F2h  

SEEK  70h  

SET FEATURES  EFh  

SET MULTIPLE MODE  C6h  

SLEEP  99h E6h  

SMART  B0h  

STANDBY  96h E2h  

STANDBY IMMEDIATE  94h E0h  

WRITE BUFFER  E8h  
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Table 13: ATA commands 

 

 

WRITE DMA (w/ retry)  CAh  

WRITE DMA (w/o retry)  CBh  

WRITE MULTIPLE  C5h  

WRITE SECTOR(S) (w/ retry)  30h  

WRITE SECTOR(S) (w/o retry)  31h  

WRITE VERIFY  3Ch  

IRIG-106 READ FAILED SANITIZE BLOCKS 
LIST  

81h  

IRIG-106 READ FAILED SANITIZE BLOCKS 
DATA  

83h  


